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Preface

It is rare on a national level, but even more so at 
European level, that end-users of security research 
results jointly defi ne the required medium-term 
research development alongside the suppliers and 
performers of security research. This is exactly what 
the European Commission has successfully managed 
to achieve with the creation and implementation of 
the European Security Research Advisory Board 
(ESRAB). 

In a sector as large, complex and sensitive as security, 
it has been a signifi cant task of more than 300 people and 
their efforts are mirrored in this report. 

Its preparation underlines the importance attached 
to security research and technology. Without it 
there can be no progress towards either the social 
aspirations for a more free, secure and open Europe 

or the benefi ts of a more competitive technology supply chain. All of these hopes for the future depend upon 
new solutions being developed and implemented and these all depend upon Europe having the technological capability.

But this report does much more than look inwards to the exciting research topics the sector must address. 
It also lays down the necessary implementation rules for successful delivery, the mechanisms for harnessing 
and embedding research and stimulating innovation as well as putting forward new cooperation and structuring 
mechanisms to make best use of Europe’s combined resources. 

It has been our privilege to be the chairmen of ESRAB during the last 16 months and to see the ESRAB report 
emerge. The report not only meets the Commission’s requirements for the seventh framework programme 
for research and technology development but in addition offers a solid reference framework against which 
many national, regional, and even private research programmes can be calibrated. It cannot of course be 
considered a rigid long-term plan and shall need to be periodically updated, probably within the next three 
years, to allow new information and changed circumstances to be admitted. 

On behalf of all the ESRAB members, we commend it to you.

Helmut Krünes
ESRAB co-chairman

Markus Hellenthal
ESRAB co-chairman
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Executive summary

Since the end of the Cold War, the threat of 
large-scale military aggression has subsided 
and been substituted by new threats which 
are multifaceted, interrelated, complex and 
increasingly transnational in their impact. 
These were laid out in the European security 
strategy (1) to include organised crime, 
terrorism, state failure, regional confl icts and 
proliferation of weapons of mass destruction. 
Implementing the European security strategy 
requires a comprehensive suite of internal 
and external security instruments covering 
intelligence, police, judicial, economic, 
fi nancial, diplomatic and technological means. 
Research and technology can play a supporting 
role as a force enabler but cannot alone 
guarantee security. 

How it all started

To develop a longer-term perspective in the fi eld 
of security research, a Group of Personalities 
(GoP) was set up. Chaired by Commissioners 
Busquin (Research) and Liikanen (Enterprise 
and the Information Society), the group 
was composed of high-level industrialists, 
Members of the European Parliament, and 
representatives of international organisations 
and research institutes. In March 2004, they 
presented their report to the President of the 
Commission, entitled ‘Research for a secure 
Europe’ in which they recommended the 
formation of a European Security Research 
Advisory Board (ESRAB) to draw the strategic 
lines for European security research and to 
advise on the principles and mechanism for 
its implementation within the Commission’s 
seventh framework programme for research and 
technology development (FP7). Furthermore, 
they proposed that the board focus on two 
principal objectives:

meeting society’s needs through the 
defi nition of clearly defi ned customer 
(end-user) needs;
raising the global competitiveness of 
the European technology supply chain.

 

(1) A secure Europe in a better world (December 2003)

•

•

ESRAB was formed in April 2005 and 
signalled Europe’s intent to make a signifi cant 
contribution towards addressing security 
research and technology needs. It brought 
together demand articulators and research 
and technology suppliers in a 50-person-strong 
board of high-level specialists and strategists 
with expertise in the fi eld of security research 
including: public authorities, industry, research 
institutes and specialist think tanks. In addition, 
fi ve Members of the European Parliament and 
representatives from 14 European Commission 
services participated in the workings of the 
board. This report, the board’s principal output, 
represents the work of more than 300 people.

The report in summary

Section 1 — Introduction

Section 1 sets out the background to ESRAB’s 
formation and its resultant mandate.

Section 2 — Technology development

Section 2 focuses on the foundation of technical 
research needed to meet the four FP7 mission 
areas: namely, protection against terrorism 
and organised crime, border security, critical 
infrastructure protection, and restoring security 
in case of crisis. A capability-based approach, 
as advocated in the GoP report, was applied 
to identify the main capabilities, integrated 
projects and demonstration programmes that 
should be developed. Only those offering a 
high potential to deliver European added value 
were retained. They look to build upon existing 
research undertaken both nationally and at EU 
level.

The fi rst research path, capability 
development, represents the cornerstone of the 
technical research. While this is not the place to 
describe each capability individually, it is perhaps 
useful to highlight certain capabilities to provide an 
insight into the proposed research. 
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Detection and identifi cation capabilities 
represent a key area for EU investment over 
the coming years. A broad range of application 
examples include the detection of small boats 
in blue borders, detection of abnormal crowd 
behaviour, detection of unattended luggage 
in open areas and the detection of dangerous 
goods (drugs, explosives and CBRN) where 
existing technologies are generally too bulky, 
too slow, and generate unacceptably high false 
alarm rates. Complementary capabilities, to 
be developed in parallel, relate to improving 
the identifi cation and authentication of 
cooperative, or non-cooperative, individuals. 
The underpinning biometric based systems 
will support the fi ght against terrorism, be 
instrumental in the aftermath of a crisis and 
will improve access control at both border 
checkpoints and critical infrastructures. Finally 
detection, identifi cation and authentication 
capabilities need to be supported by appropriate 
localisation and tracking capabilities for 
individuals and goods for a comprehensive 
approach towards potential threats.

Information management systems that more 
effi ciently and effectively provide fi rst responders 
and decision-makers with improved situation 
awareness and interoperable command and 
control capabilities is another key area for 
investment. This includes improved surveillance 
capabilities with respect to coverage and quality 
and the fusion of real-time sensor data (space, 
air, land, sea) in order to establish a common 
operational picture. On occasion planning, 
modelling and situation analysis tools will 
also need to be integrated. GMES, and its 
fi rst wave of services, could play an integral 
role in this respect. Situation awareness and 
command and control capabilities should be 
supported by robust, secure and interoperable 
communication systems allied to signifi cantly 
improved protection of supervisory control and 
data acquisition (SCADA) systems, widely used 
today for energy generation, transmission and 
distribution.

Risk assessment, modelling and simulation 
tools should act as support tools for decision-
makers in setting priorities for multiple 
threats and testing mitigation measures 

prior to incident intervention. Such tools will 
also benefi t fi rst responders in their efforts 
to improve training and exercise capabilities. 
Finally, the development of intervention and 
neutralisation capabilities, in particular for 
post-crisis decontamination, is important

The second research path, addressing system 
development through integrated projects, 
looks to build upon capability development by 
integrating different capabilities, technologies 
and disciplines in innovative combinations. 
ESRAB has identifi ed 20 integrated projects, 
and whilst not exhaustive, they collectively 
represent a balanced and considered view 
across all four mission areas and intentionally 
range in scope to accommodate greater SME 
participation. 

The third research path, system-of-systems 
demonstration, recognises that for large security 
solutions to enter into service, numerous 
independent but interrelated systems must be 
integrated and then demonstrated to prove 
operational effectiveness. In areas of signifi cant 
European interest, it is recommended that 
demonstration programmes be established to 
act as federative frames to coalesce the required 
research. These European fl agships would aim 
to ensure the coherent development of the 
required system building blocks, architectures 
and standards. ESRAB recommends the 
formation of fi ve demonstration programmes:

aftermath crisis management system — pro-
viding a complete integrated and inter-
oper able aftermath crisis management 
 system for a coordinated response from crisis 
managers and fi rst responders from 
dif ferent agencies within, and across, the EU;

European-wide integrated border control 
system — integrated border management
system encompassing surveillance, 
monitoring, identity management and 
advanced training methods/tools;

logistic and supply chain security — an 
integrated approach to risk asses s- 
ment, product traceability, secure 
exchange of goods between nations and

•

•

•
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across operators and the fast but 
effective screening of goods and platforms;

security of mass transportation — consis-
tent and integrated suite of mass trans-
portation security systems, covering secure 
transport networks, nodes and platforms. 
Sector-specifi c needs and the cross-
border complexities will be key drivers;

CBRNE — an integrated approach for 
CBRNE threat assessment, consequence 
modelling, detection and identifi cation of 
agents and devices, incident management 
tools, prevention, decontamination and 
medical care. 

Section 3 — Security and society 

As the GoP report highlighted, technology 
can only be part of the effective response 
to security threats and must be applied in 
combination with organisational processes 
and human intervention. Solutions shall need 
to be multidimensional taking into account 
the different experiences and approaches to 
life across Europe. The security and society 
section focuses on important societal related 
research in fi ve key areas: citizens and security, 
understanding organisational structures and 
cultures of public users, foresight scenarios 
and security as an evolving concept, security 
economics, and ethics and justice. 

The research aims to determine the long-
term threats to European security and, in 
combination with empirical economic research, 
guide the development of both technologies 
and policies. Research into ethics and privacy, 
and the trade-off between improved security 
and loss of privacy, will infl uence technology 
development and in parallel address aspects of 
how citizens perceptive security and insecurity. 
The manner in which governments are organised 
to meet security threats, both structurally and 
culturally, and furthermore how these threats 
are communicated between national authorities 
and citizens in both crisis and normal situations 
is to be investigated. Finally, as the London 
and Madrid bombings graphically illustrated, 
research into understanding terrorist behaviour, 

•

•

radicalisation and terrorist recruitment in the 
EU is an essential terrorism counter measure.

Section 4 — Enablers 

Section 4 brings into focus the importance of 
the supporting enablers. Important though 
the mission capabilities and technologies 
are, considering them in isolation without the 
requisite enablers, will not yield the optimum 
benefi t for all stakeholders. A combined 
treatment will be essential if the substantial 
fi nancial and human resources to be invested 
are to yield the anticipated returns. Ultimately 
this will be measured by the amount of research 
transformed into new products and services. 
ESRAB identifi ed three key enabling areas.

The implementation rules subsection addresses 
the issue of how to cope with the specifi cities 
and sensitivities of implementing European 
security research. Particular governance 
structures, mechanisms for handling classifi ed 
information, reinforcing the protection of 
intellectual property rights and assessing 
the suitability of international cooperation 
are recommended. Specifi c aspects of 
evaluation and co funding levels have also been 
identifi ed. 

The coordination and structuring subsection 
outlines mechanisms to address the effi ciency 
and effectiveness of European security research 
with the objective of avoiding unnecessary 
duplication and focusing research on high 
leverage customer driven requirements. All 
proposed mechanisms aim to deepen end-
user engagement with the most ambitious 
mechanisms calling for the creation of a new 
European Security Board whose principal aim 
would be to ensure that all the component parts 
required to realise an improvement in European 
security (research, policies, legislation, 
standardisation, etc.) are synchronised and 
directed towards commonly agreed priorities.
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The link to innovation subsection identifi es 
mechanisms by which European security 
research can stimulate innovation, raise 
competitiveness and accelerate the pull 
through of research into procured products and 
services. ESRAB’s principal recommendation 
is the development of a European security 
innovation system. It should build upon innovative 
pre-commercial public procurement, the use 
of large-scale demonstration programmes, 
greater SME engagement and the defi nition 
and use of European standards.

Section 5 — Findings

Section 5 of the report sets out ESRAB’s key 
fi ndings and the future steps required to meet 
European security research needs.

9
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1. The ESRAB report represents the successful implementation of the GoP 
recommendation to bring together at European level the ‘demand’ and 
‘supply’ sides in order to jointly defi ne commonly agreed strategic lines 
of action for European security research. The report demonstrates both 
the value and feasibility of such an approach. 

 
2. ESRAB has produced a strategic framework to structure the research 

 content covering both technological and non-technological aspects. 
The report identifi es and prioritises only those capabilities, integrated 
projects and demonstration programmes which offer a high potential 
to deliver European added value. 

3. ESRAB recommends that multidisciplinary mission-oriented research
should be undertaken covering capability development, system 
development and systems of systems demonstration. Technology 
development should include new and emerging technologies to address 
security-specifi c breakthrough technologies. As a matter of principle, it 
should combine end-users and suppliers in project defi nition and 
execution. The programme should be SME inclusive but not SME driven.

4. ESRAB has addressed the special implementation rules for European 
security research. In particular these relate to governance, with a 
reinforced role of the Member States’ authorities (programme 
committee), and the handling of sensitive information, through the use of EU 
regulation on classifi ed information (still to be updated).

5. Respect of privacy and civil liberties should be the programme’s 
guiding principle. In this sense research and development projects should 
take into account the mutual dependency triangle of technology, 
or ganisational dynamics and human impact. 

6. Technological research and development must be strengthened, and 
when appropriate integrated, with research into political, social and 
human sciences. Five areas are identifi ed: citizens and security, 
under standing organisational structures and cultures of public users, 
foresight scenarios and security as evolving concept, economics of security, 
and ethics and justice.

7. Five enabling areas have been identifi ed to stimulate innovation and 
im prove the pull through of research into procured products and  services 
— they include: technology supply chain competitiveness, SME 
engagement, standardisation, leveraging best practice and end-user 
involve ment. 

ESRAB key fi ndings

10
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8. ESRAB emphasises the need for effective coordination and 
transparen cy to ensure that unnecessary duplication is avoided and that 
European security research both informs, and takes account of, other European 
and international research. The report identifi es the mechanisms to 
achieve this, including the use of technology watches for organisations 
which share a common technology base, for example the European 
Defence Agency.

9. European security research needs to be complementary to national 
security research programmes. Where these exist, they should be aligned 
to the EU programme, and where they do not, it is proposed that these 
should be established, supported by a critical mass of resources. 
Funding at EU level should not substitute national funding in this 
important area. A rolling programme of national workshops, aimed at 
raising the awareness of security research and the manner in which 
national programmes could complement the European security research, 
should be initiated in the second half of 2006. 

10. ESRAB recommends the creation of a European Security Board (ESB), to 
foster greater dialogue and a shared view of European security needs. 
The board should bring together, in a non-bureaucratic manner, 
au-thoritative senior representatives from a cross stakeholder community 
of public and private stakeholders to jointly develop a strategic security 
agenda and act as a possible reference body for the implementation 
of existing programmes and initiatives. Participation in the ESB would 
involve a commitment to infl uence all stakeholders to plan their 
activities in the light of the agenda. Consensus at the ESB level should help 
in the sharing of tasks and shaping relations between national and EU 
programmes/policies as well as infl uencing the deployment of funds. 

11
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Europe has never been so peacefully consolidated, 
so prosperous and secure yet at the same time 
so vulnerable. Since the end of the Cold War, 
the threat of large-scale military aggression has 
subsided and been substituted by new threats, 
risks and vulnerabilities. These were laid out in the 
European security strategy, A secure Europe in 
a better world (2003), to include organised crime, 
terrorism, state failure, regional confl icts and 
proliferation of weapons of mass destruction. 
The recent catastrophic events in Madrid (2004) 
and London (2005) have shown that Europe 
is not immune to terrorist attack. Domestic 
radicalisation of parts of society, including 
individuals born and brought up in Europe, is 
forcing many governments to re-evaluate not 
only their approaches to external security, but 
also their internal policies on education, job 
creation, housing, and other social issues.

The new threats underline the fact that internal 
and external security is increasingly inseparable, 
with the fi rst line of defence often being abroad. 
The protection of Europe’s external borders 
will, however, remain of paramount importance, 
especially if the Union wishes to maintain 
and promote freedom of movement within its 
borders. The enlargement of the Union, covering 
25 nations and over 450 million people, made 
this more challenging by increasing the external 
borders by 34 % to encompass 6 000 km of 
land borders and 85 000 km of coastlines. The 
creation in 2003 of the external borders agency 
FRONTEX pointed to Europe’s commitment to this 
key area and an already challenging task is likely 
to become increasingly more diffi cult. European 
imports and exports have increased at 8 % per 
annum over the last decade, most channelled 
through Europe’s seaports. Even at today’s 
throughput, less than 5 % of all containers are 
scanned for illegal goods, people and hazardous 
substances. To meet the required future rates 
of throughput, new affordable solutions are 
urgently required.

In addition, there is a growing dependence on 
interconnected infrastructures in transport, 
energy, information and other fi elds increasing 
the vulnerability of modern societies. At the 
same time, the natural diffusion of technological 

know-how resulting from scientifi c and industrial 
development makes it easier for technological 
advancements to be used malevolently. In light 
of this, Europe has recognised the threat to its 
critical infrastructures and is aiming to provide 
effective protection through communication, 
coordination, and cooperation at national 
and EU level. Although not yet complete, the 
Commission is actively engaged with a broad 
community of owners, operators, regulators, 
professional bodies, industry associations and 
governments to develop a European programme 
for critical infrastructure protection.

The threats facing Europe are multifaceted, 
interrelated, complex and increasingly 
transnational in their impact. It is a simple truth 
that no single state can accomplish security 
alone — not even the United Sates. Implementing 
the European security strategy demands a 
comprehensive suite of instruments covering 
intelligence, police, judicial, economic, fi nancial, 
diplomatic and technological means. Research 
and technology can play a supporting role as 
a force enabler but cannot alone guarantee 
security. In this respect, last year’s formation of 
the European Security Research Advisory Board 
(ESRAB) signalled that Europe is ready to make 
a signifi cant contribution towards addressing 
security research and technology needs, in a 
comprehensive and inclusive manner. 

How it all started

There has been an increasing awareness that 
security, and the many different facets that 
make it up, present fundamental challenges that 
will not yield to independent and sector-specifi c 
treatment but rather need more ambitious, 
coordinated and holistic approaches. So, to 
develop a longer-term perspective in the fi eld 
of security research, a Group of Personalities 
(GoP) was set up. Chaired by Commissioners 
Busquin (Research) and Liikanen (Enterprise 
and the Information Society), the group was 
composed of high-level industrialists, Members 
of the European Parliament, and representatives 
of international organisations and research

Introduction
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institutes. In March 2004, they presented their 
report to the President of the Commission, 
entitled ‘Research for a secure Europe’ (2).

It recommended the formation of ESRAB to draw 
the strategic lines for European security research 
and to advise on the principles and mechanism 
for its implementation within the Commission’s 
seventh framework programme for research and 
technology development (FP7). It suggested that 
the board should consist of high-level experts 
taken from across the full spectrum of security 
relevant stakeholders and that collectively they 
focus on two principal objectives:

meeting society’s needs through the 
defi nition of clearly defi ned customer (end-user) 
needs;
raising the global competitiveness of the 
European technology supply chain.

 
In September 2004, the Commission published 
a communication entitled ‘European security 
research: the next steps’ subscribing to the 
main thrusts of recommendations in the 
GoP report, including the creation of ESRAB 
which was formed in April 2005. It brought 
together demand articulators and research 
and technology suppliers in a 50-person-strong board 
of high-level specialists and strategists including 
public authorities, industry, research institutes and 
specialist think tanks. In addition, fi ve Members of 
the European Parliament (3) and representatives from 
14 European Commission services (4) participated 
in the workings of the board. 

The Commission decision forming ESRAB outlined 
the principal tasks it would pursue, which included:

(2) http://ec.europa.eu/enterprise/security/documents_en.htm

(3) Committees of Civil Liberties, Justice and Home 
Affairs; Industry, Research and Energy; Internal Market 
and Consumer Protection; Foreign Affairs and its 
Subcommittee on Security and Defence.

(4) Bureau of European Policy Advisers, Budget DG, 
Enterprise and Industry DG, Environment DG, Information 
Society and Media DG, Justice, Freedom and Security 
DG, Joint Research Centre, Internal Market and Services 
DG, External Relations DG, Research DG, Health and 
Consumer Protection DG, Secretariat-General, Taxation 
and Customs Union DG, and Energy and Transport DG.

•

•

to ensure consultation and cooperation 
among all stakeholders in order to outline a 
comprehensive European security research 
agenda; 
to establish a network of users and technical 
experts in order to interactively identify the 
technological capabilities to be put in place 
among the European stakeholders;
to recommend a strategy to improve the 
European industry’s technological base so as 
to improve its competitiveness;
to advise on the strategic and operational 
aspects of the future programme taking into 
account past experience;
to advise on the required implementation 
rules such as the exchange of classifi ed infor-
mation and intellectual property rights;
to optimise the use of public owned research 
and evaluation infrastructures;
to develop and implement a communications 
strategy to promote awareness of European 
security research.

The creation of this report over the last 16 
months has involved a vast amount of work 
undertaken under ESRAB’s leadership, extending 
across the full breadth of its stakeholder base. 
This has been the fi rst time that a proposal on 
this scale has been attempted in Europe and, 
in itself, represents a substantial vindication 
of the concept of bringing together ‘demand’ 
and ‘supply’ to jointly defi ne commonly agreed 
strategic lines for European security research.

Navigating the report

The report itself is structured into fi ve sections. 
Section 1 highlights the reasons for, and 
mandate of, ESRAB whilst the following section 
focuses on the foundation of technical research 
needed to address the security missions. Within 
the same section, a transversal cross mission 
analysis is provided. Section 3 focuses on 
societal related research which is acknowledged 
as being of equal importance for the security 
of the citizen as technology related research. 
Section 4 addresses the required enablers to 
implement the research and make best use of 
Europe’s resources in the security fi eld. The fi nal 
section highlights ESRAB’s principal fi ndings.

•

•

•

•

•

•

•
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Framework, structure and methodology

The current threats facing society are both 
numerous, complex and fl uid. Society is 
not confronted with a single threat, hazard 
or vulnerability, but a variety of challenges 
such as terrorism, organised crime, regional 
instability and natural disasters that demand a 
corresponding variety of non-technological and 
technological actions, of a preventive nature 
as well as counter measures. These threats, 
and the responses to them, are described in 
numerous documents including the European 
security strategy, Common Foreign and Security 
Policy and the Hague programme. 

The research required to address these threats 
was, according to the GoP report, to be arrived 
at using a capability-related approach moving 
from threats through missions to capabilities 
and fi nally technologies. The Commission is 
in full agreement with this approach and in 
its FP7 communication of April 2005 it laid 
out the activities at Community level against 
four security mission areas and three areas of 
cross-cutting interest. 

This framework and structure formed the 
foundation of ESRAB’s work, with the working 
groups aligning themselves with the four 
missions (border security, protection against 
terrorism and organised crime, critical 
infrastructure protection, and restoring 
security in case of crisis) and the three 
areas of cross-cutting interest (integration/
interoperability, security and society, 
coordination). 

Two additional groups were created. The fi rst 
set up to advise on the critical area of principles 
and mechanisms for implementation whilst the 
second aimed to address the manner in which 
research could be more rapidly embedded 
and innovation stimulated. In total, over 300 
experts were spread across the nine groups.

Defi nition of ‘security research’ 

With the framework and structure established, 
the scope of ESRAB’s security research work 
was defi ned as being:

‘...research activities that aim at identify -
ing, preventing, deterring, preparing and 
protecting against unlawful or intentional ma-
licious acts harming European societies; 
human beings, organisations or struc-
tures, material and immaterial goods and 
infrastructures, including mitigation and 
operational continuity after such an attack 
(also applicable after natural/industrial 
disasters)’.

It was emphasised that all the activities covered 
by the above defi nition would have to be 
conducted in full respect of European citizens’ 
human rights and fundamental freedoms.

A capability-based approach

Capabilities were chosen as the principal 
building block for technology defi nition as they 
represented the smallest complete assembly 
of technologies and processes that together 
lead to an ability to perform a specifi c function, 
task or operation. 

The capabilities were arrived at from a close 
analysis of the security missions, their associated 
sub missions and related security issues. The 
analysis was supported by data from over 225 
end-user organisations and 150 research and 
technology providers. The capabilities were an 
amalgam of both mission-specifi c and multi-
mission entries which combined technology 
solutions to varying degrees of range, depth and 
application. In the majority of cases, they were 
described in terms of their driving operational 
requirements (e.g. speed, distance, etc.) which 
provided guidance as to the applicability, or 
otherwise, of the technology solutions that 
could be proposed. 

Due to the sheer number of capabilities 
generated and the extent to which they each 
varied in terms of granularity and breadth of 
description, a common reference for grouping 
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the capabilities was established. Based on 11 
functional groups (listed below), it runs as a wire 
frame through the report:

risk assessment, modelling and impact 
reduction;
doctrine and operation;
training and exercises;
detection, identifi cation and authentication;
positioning and localisation;
situation awareness and assessment 
(sur veillance);
information management;
intervention and neutralisation;
communication;
command and control;
incident response.

The chosen functional grouping had the 
advantage that they were well aligned to 
common pools of technology which facilitated 
the subsequent technology mapping process. 
This was undertaken using standardised technology 
taxonomy to facilitate cross mission technology 
comparison. The technologies were ranked in 
terms of their relative importance in meeting the 
capability requirements. In addition a summary view 
across all missions as to the relative importance 
of each of the technology domains can be found 
on page 50. 

The technologies were a combination of 
three classifi cations: (a) generic technologies 

•

•
•
•
•
•

•
•
•
•
•

required for the security research programme 
but whose maturity would be developed, and 
adequately funded, by other programmes; (b) 
security-specifi c technologies not adequately 
addressed, or funded, by other programmes 
but which would be addressable at European 
level; and (c) security-specifi c technologies of 
purely national concern. The latter have not 
been incorporated in the report. 

The interlinkages between the different 
nomenclatures (missions, capabilities, 
functions and technologies) is schematically 
illustrated in Figure 1.

MISSIONS CAPABILITIES TECHNOLOGY
(Eg. Border security) (Eg. Remote detection of  

shipping containers)
(Eg. RFID tags)

Outside ESRAB scope
Generic EU research

Clustering around
technology domains
(Eg. Sensors)

Clustering around 
functional groups
(Eg. Detection, identification
and authentication)

Outside EU scope
National concern

Outside EU scope
National concern

Figure 1: A capability based approach
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Research paths

The scope of ESRAB’s work spans the 
full research spectrum, from technology 
development through to system of systems 
demonstration. It covers both short-term 
advances and longer term breakthrough 
technical solutions. 

ESRAB has grouped its technical research 
into three distinct research paths as shown in 
Figure 2:

research path 1 — capability develop -
ment (multi-mission or mission-specifi c): 
technology development to improve the 
maturity level of a specifi c capability, or 
of a complementary and interrelated group 
of capabilities; technology development 
should also include new and emerging 

•

technologies to address breakthrough 
technologies that are security specifi c;

research path 2 — system development 
(mission specifi c): integration of a number 
of capabilities, technologies and disciplines, 
at an appropriate state of readiness, in inno-
vative combinations in order to deliver sig-
nifi cant operational performance advances;

research path 3 — systems of systems 
demonstration (multi-mission): the chal -
lenge of integrating a number of systems 
in which the integration and demonstration 
aspect represents the majority of the work, 
and challenge, to be undertaken; these are 
intended to be ‘fl agship’ demonstration 
programmes providing a federative frame 
to coalesce research in areas of signifi cant 
European interest.

•

•

Demonstration
programmes

Integrated 
Projects

Capability
projects

A

Low

Mission(s)

High

B C D E F G H

P
at

h 
2

P
at

h 
1

P
at

h 
3

Figure 2: Research paths
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The successful achievement of the demonstration 
programmes is dependent upon the coherent, 
compatible and synchronised development of the 
requisite capabilities and system ‘building blocks’ 
of research paths 1 and 2.

European added value 

Not all capability development warrants 
treatment at European level. The sheer number 
of capabilities defi ned, allied to the limited 
budget available, drove the need to down select 
capabilities based on defi ned criteria. These 
included:

identifying those capabilities with a clear 
impact on EU security;
from these, selecting those with clear European 
added value, notably those dealing with: 

critical mass — specifi c result un-
achievable if only dealt with nationally;

•

•

•

economy of scale — effi ciency and 
effectiveness signifi cantly improved as 
compared to only being handled nationally.

From this pool of ‘eligible’ capabilities, high 
priority capabilities were identifi ed through 
a careful analysis as to their importance 
to the missions, integrated projects and 
demonstration programmes. 

Layout of the technical section 

As the tables below demonstrate, the technical 
section of the report is split into two parts: 
a mission area oriented analysis followed 
thereafter by a cross mission area analysis.

The security mission area analysis is structured 
around a common framework of subsections, 
outlined below, so that they may easily be 
compared with each other. 

•

Mission scope Addressing the boundary of the security mission and the key security issues and 
considerations as viewed from the mission perspective.

Capabilities Overview of the highest priority capabilities required to meet the issues identifi ed in the scop-
ing section. Requisite underpinning sub-capabilities and technologies are not elaborated. 

Integrated projects Described in a similar manner across all missions, and identifi es those areas where system 
development is required to demonstrate signifi cant operational or system advances. The 
project proposals, indicative as opposed to exhaustive, represent a balanced and 
considered view and intentionally range in scope from broad to narrow to accommodate 
greater SME participation. 

Linkages/ enablers/ 
constraints

An exploration of the non-technical enabling factors which would be instrumental in deliver-
ing the foreseen technological inputs, e.g. standards, legislation, human factors, partner-
ships, etc.

Overview diagram A schematic diagram that describes the mission, its associated capabilities and indicative 
technologies. 

The cross mission area analysis is structured in three parts:

Integration, connectivity 
and interoperability

Highlights the common interoperability and connectivity strands emerging from the 
previously addressed mission-specifi c descriptions.

Capabilities and 
technologies 

A cross mission perspective as to the high frequency multi-mission capabilities and an 
overarching view as to the most relevant technology domains and technologies.

Demonstration programmes Standardised description detailing the scope, the improvement areas to be addressed and 
the anticipated benefi ts of successful delivery.

Table 1: Layout of the technical section
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Border security

Mission scope 
During recent years, with the increase of 
major acts of international terrorism, and with 
the increase of cross-border fl ows of illegal 
goods, people and substances, the question 
of border management has taken on a higher 
profi le. Europe is at the same time faced 
with a strategic challenge of how to balance 
the new security requirements with those 
required to facilitate legitimate trade and fl ow 
of people. Ultimately trade and people fl ows 
are the basis for socioeconomic convergence, 
and socioeconomic development itself is an 
underpinning to European security. 

Enlargement has made this task more complex. 
Europe’s border is formed by 6 000 km of 
land borders and 85 000 km of coastlines with 
more than 1 200 seaports, 500 airports, and 
hundreds of railway stations acting as regulated 
entry/exit points. Schengen cooperation affords 
entrants to the Union a wide area of mobility 
thus those protecting the external borders 
have a key role to play. National authorities 
have naturally undertaken work in this area but more 
still needs to be done. Clearly the task is enormous 
and requires a coordinated and integrated approach. 
The Unions external borders agency, FRONTEX, is 
expected to take on an infl uential role in particular 
with respect to the convergence of information 
management systems, interoperability, training and 
cascading best practice.

The ESRAB work has focussed on illegal 
immigration and the traffi cking of drugs, 
weapons and illicit substances. 

Illegal immigration — The EU estimates 
that organised crime generates an income 
of approximately EUR 3 billion per year 
from activities linked to illegal immigration. 
Illegal immigrants are smuggled into Europe 
either across unregulated land, sea or air 
borders or through regulated security check 
points using counterfeit/stolen passports or 
concealed in cargoes. EUROPOL calculates that 
around 500 000 people enter the European 
Union illegally every year. The fl ow of goods 
and people through regulated checkpoints 
will undoubtedly increase and the majority 
of Member States will need to increase their 

effective capabilities in this area. Novel, reliable 
and scaleable solutions will be required if illegal 
immigrants are to be fi ltered out effi ciently 
whilst not unduly impeding the fl ow of the vast 
majority of legitimate travellers and vehicles. 
Such solutions will naturally have to respect 
privacy and human rights.

Traffi cking of drugs, weapons and illicit 
substances such as nuclear, biological 
and chemical agents, remains a threat from 
criminal and terrorist groups across Europe. 
Regulated border security crossings represent 
interception choke points for such material, 
although cost and screening times mean less 
than 5 % of containers are currently scanned. 
The largest volume of trade is carried by sea 
and reaches, or is exported from, European 
harbours. Intricate supply chain networks 
exist to distribute goods, supported largely 
by trucks and warehouse distribution hubs. 
A coordinated and integrated security system 
is required to ensure the security of the supply 
chain and logistics networks. The transnational 
and international dimension will inevitably lead 
to requirements for traceability, standardisation 
and more affordable robust solutions. For 
Europe, the major challenge will be to reduce 
both unit cost and screening times to enhance 
security whilst facilitating legitimate commerce 
between countries.

European Security Research – Border security
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Capabilities 
Out of the more than 110 capabilities which 
were identifi ed as being of importance, 30 have 
been identifi ed as being priority capabilities for 
the fi ght against illegal immigration and illicit 
traffi cking. The 30 capabilities are presented 
in graphical format in Figure 3 whilst the ones 
offering the highest impact are described below 
under their respective functional groups. 

Function: Detection, identifi cation and 
authentication 
Taking into account the different types 
of regulated and unregulated borders — sea, air 
and land — the following capabilities should be 
considered as a priority for Europe. Detection 
and identifi cation of large and small fast boats 
for blue borders and ports; the detection 
and identifi cation of personnel and vehicle 
movements at unregulated borders and their 
authentication at check-points. Goods and 
container intrusion control capabilities should 
be developed to avoid content contamination 
or biological/chemical attacks and to detect 
illicit traffi cking of drugs or explosives. This 
should be supported by capabilities to allow 
the remote detection of shipping containers 
so that, if required, they could be traced and 
tracked.

Function: Situation awareness and assessment, 
including surveillance
Situational awareness involves the capture, 
fusion, correlation and interpretation of 
disparate forms of real-time and historical 
data and their presentation in a clear manner, 
facilitating effective decision-making and 
performance in a complex environment. 
Interoperable databases will be essential to 
allow surveillance information to be cross-
referenced against multiple heterogeneous 
sources in order to address illicit access of 
people and goods, for example integrated 
visa/immigration control systems. Surveillance 
information itself will come from various 
sources, however, when looking to the scale and 
scope of Europe’s borders (land, sea and air) 
capabilities are required for longer endurance 
platforms, including UAVs, and secure high 
bandwidth data link for data transfer between 

them. GMES, and its fi rst wave of services, 
could also play an integral role in this respect.

Function: Information management
Handling information acquired by many 
different sources and making it available 
to those with permission is an essential 
capability in order to improve awareness at 
Europe’s borders. Techniques related to data 
and information fusion including data mining, 
natural language processing technologies, 
image/pattern recognition and expert systems 
are key enabling capabilities for this function. 
Such techniques must be investigated in parallel 
to intelligent knowledge based systems which 
look to develop active learning networks to 
identify and alert border security communities 
to early warning signs of possible threats. 

Priority, however, should be given to the 
development of information fusion, exchange 
techniques, gateways and translators, to 
facilitate the exchange of information between 
non-interoperable information systems at 
borders. 

Function: Communication 
Due to the sensitive nature of policing 
Europe’s external borders, particular attention 
should be paid to improving end-to-end secure 
communication in order to facilitate sharing of 
data within, and between, organisations and 
countries. To this end capabilities supporting 
interoperable and robust software defi ned 
radio solutions, offering the requisite fl exibility 
to respond to dynamic situations are seen as 
important. 

Function: Training and exercises
Border security is only effective if undertaken by 
both parties to a high standard. To improve the 
effectiveness of border security staff, training 
and exercise capabilities should be enhanced 
through computer aided training, simulation 
systems, situation modelling, scenario 
generation and consequence management. 
For this to be done effectively there is a need 
to develop dedicated training, education and 
simulation facilities. 

European Security Research – Border security
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FUNCTIONS CAPABILITIES (major) TECHNOLOGIES (major)MISSION

Border security
Situation Awareness & Assessment
(including Surveillance)

Land wide area surveillance (Incl. border lines and Large regions) of people and vehicles

Information availability, correlation and fusion 

Cross-analysis of databases, integrated visa/immigration facilities control systems

BLUE Wide Area Surveillance (EEZ and Beyond) in wide areas through active and passive means.

Land small area surveillance of people, equipment and vehicles in controlled areas

Remote detection of shipping containers

Continuity, coverage, performance (incl. UAV; secure data link)

Small area surveillance (Ports and Harbours)

AIR 3D Surveillance (Incl. border lines 
and Large regions), linked to 

the ATM systems

l

l

l

l

l

l

l

l

l

RFID based tracing
Digital signal processing 
technology
Image / pattern processing 
technology
Surveillance and navigation 
satellites
Data and information management 
technology 
(DB, … )
Unmanned land / sea / air 
vehicles

ü
ü

ü

ü

ü

ü

Information 
Management

Data 
fusion techniques: 

Design, development and application 
of data/information fusion techniques. Examples 

contain data mining, trend 
detection, forgetting data, optimization analysis.

Information exchange: techniques to facilitate the exchange of 
information between non interoperable information systems.

Semantics, topology: development of topologies and ontologies to facilitate 
data exchange based on semantic translations and common defi nitions 

of content.

Secure interoperability: techniques to insure secure 
interoperability between current and future systems, 

domain different systems (i.e. civil and military) 
including data access control and data exchange 

without source availability

l

l

l

l Data 
fusion 

techniques
Text-mining / data-mining 

Information fusion technology  

ü

ü
ü

Communication

Solutions 
for ensuring end-

to-end communication 
availability, relying on physical and 

logical technologies, on 
diversity of hybrid systems 

End-to-end quality of service, covering 
specifi c requirements for priority traffi c 

and ensuring the QoS is guaranteed under all 
conditions

Interoperable and robust solutions for software 
defi ned radio

Dynamic authentication in ad hoc wireless networks for 
emergency communication

Physical integration of C4 equipment and 
interface with carrying platforms 

– Equipment of limited cost, 
dimensions, mass, power 

supply

l

l

l

l

l

Communications 
network management 

and control equipment, 
network supervisor 

Authentication technologies
Broadband access to mobile users in dynamic 

situations / EM diffi cult scenarios
Secured, wireless broadband data links for secured 

communications 

ü

ü
ü

ü

Access 
control. 

Authentication of people and 
vehicles

Land Small area – detection of 
potential threats

LAND Wide Area – Detection of 
personnel and vehicles movements

BLUE Wide Area  (EEZ and Beyond) 
– Detection of large and small (fast) 

boats in a maritime environment

AIR 3D detection of manned and 
unmanned, UAV and light aircraft

Small Blue area (Ports and Harbours)  
Detection of large and small (fast) boats and 
swimmers 

Drugs, explosives, Viri, CBRN detection. Very 
fast early warning. After alert checking of type 

and identifi cation.

Detection of people attempting to enter illegally, 

UNDERWATER 3D, Detection of underwater vehicles:  
at regulated borders (harbours).

Land Small area – detection of 
potential vehicle threats

l

l

l

l

l

l

l

l

l

l

Detection, 
Identifi cation 
and 
authentication

Earth 
observation

Motion sensor systems
Hyper-spectral / multi-spectral 

processing
Explosive detection sensors

Helicopters
IR sensor technologies

SAR / ISAR equipment
Acoustic sensors

Radar sensors

ü

ü
ü

ü
ü
ü
ü
ü
ü

Autonomous 
small sensors 
/ smart dust 
technologies
Hyper spectral / multi 
spectral sensors
Non-Co-operative Target 
Recognition
Digital fi ngerprints recognition
Chemical and biological 
detection technologies

ü

ü

ü

ü
ü

Training 
and 
exercise

Develop training, 
education 
and simulation 
facilities. 
Description: With the 
use of scenario and 
situation modelling, 
computer aided 
training, and simulation 

l

Training techniques 
Synthetic environments – synthetic force 
generation 
Mission simulation 

ü
ü

ü

Figure 3

Border security
– overview diagram of the 
main functions, capabilities 
and technologies



The citizens of the EU increasingly display a growing awareness of threats to their lives, their affl uence and their values. 
Thus, security as a base right constitutes a political imperative and obligation. In this regard, cross-border collaboration 
in security matters has always been a diffi cult while sensitive issue. Nevertheless, it is a simple truth that no single state 
can accomplish security alone anymore. Since we are confronted with cross-boundary crime and international terrorism a 
cooperative effort based upon a common relevant operational picture is inevitable. 
Of all issues regarding the new security obligations, the need to ensure commensurate, long-ranging fi nancial funding is the 
most important. Although nobody proposes EU budgets to match those of the US, we reveal a signifi cant backlog demand 
and a tremendous competitive disadvantage on that score. As a matter of fact, we need to be even more determined to 
make the best use of those funds which are available to the development of the capacities we need. Additionally, we are 
obliged to act decisively and immediately, since we can not afford not to invest in security, particularly in security R&D, any 
longer. 
Knowledge is Europe’s major resource. Investing in knowledge is certainly the best, if not the only, way for the EU to 
stimulate economic growth and create more and better jobs, while simultaneously ensuring social progress and environmental 
sustainability. Not surprisingly, research is at the core of the EU’s effort of becoming the “most dynamic and competitive 
knowledge-based economy in the world”. Therefore, in March 2004 the ‘Group of Personalities’ advised on the establishment 
of a European Security Research Program (ESRP) upon which the European Commission convoked the ‘European Security 
Research Advisory Board’ (ESRAB) in order to draw the strategic lines for security research and to advise on the principles 
and mechanism for its implementation within the EC’s 7th Framework Program for Research and Technology Development.
 Since then, ESRAB has brought together 50 high level specialists and strategists, all having expertise in the fi eld of security 
research including: public authorities, industry, research institutes, specialist think tanks and associated members of the 
European Parliament.

The prime objectives of ESRAB were:
•  to ensure consultation and cooperation among all stakeholders in order to outline a comprehensive research 
agenda for European security
•  to establish a network of users and technical experts in order to interactively develop new capabilities
•  to recommend a strategy to improve the European industry's technological base so as to improve competi-
tiveness
•  to advise implementation rules such as the exchange of classifi ed information and intellectual property 
rights
•  to coordinate efforts, reduce fragmentation and duplication as well as to optimize the use of public owned 
research and evaluation infrastructures

Additionally, for the purpose of specifying its scope of work, ESRAB defi ned “security research” as research activities that 
aim at identifying, preventing, deterring, preparing, and protecting against unlawful or intentional malicious acts harming 
European societies, human beings, organizations or structures, material and immaterial goods and infrastructures, including 
mitigation and operational continuity after such an attack (also applicable after natural / industrial disasters). It was underlined 
as well that all activities should be in full respect of human rights and fundamental freedoms.
After one year of successful consultations and concerted effort ESRAB has now accomplished the signifi cant task of defi ning 
a complete and comprehensive picture of security capabilities required at the EU level. 
These capabilities are as manifold as the vulnerabilities we have become aware of. From the detection of suspicious ship 
cargo to the protection against cyber-attacks, from border surveillance to biological decontamination and to secure digital 
communication. The more diversifi ed and interrelated the tasks, the more important it will be to integrate all necessary 
elements into one coherent approach. 
In an increasingly technological and knowledge-based world, excellence in R&D is a prerequisite for the ability to counteract 
new security challenges. There is scope for signifi cant added value and economies of scale in the fi eld of security-related 
research through more effective co-ordination and harmonization of requirements and consistent approaches at a European 
level to R&D activities, capabilities and competencies. However, we need to overcome our structural and functional defi ciencies: 
decrease fragmentation and duplication of effort while at same time increasing synergy and achieving standardization and 
interoperability.
We are living in a world of new dangers and new opportunities. The EU has the potential to make a vital contribution, both 
in addressing the threats and in helping realize the opportunities. A determined and capable EU will make signifi cant impact 
on a global scale. In doing so, we will contribute to an effective multilateral system and ultimately to a fairer, safer and more 
united world. 

•

•
•

•

•

Overview diagram

Border security
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Linkages/enablers/constraints
Much of the work in the border security 
mission relies on adopting harmonised 
equipment, systems, procedures and methods. 
In this sense standardisation, regulation and 
legislation could act as fundamental enablers 
to achieving an integrated border management 
system. 

By way of example, the new ‘e-passport’ will 
allow the positive (or negative) identifi cation of 
all documented individuals. This new passport, 
which includes fi ngerprints and a photograph 
of the individual, will have to rely on clear and 
accepted standards for documenting biometric 
data, as well as tools for the collection and 
storage of such information. The timely and 
widespread use of such standards is a critical 
success factor. 
 
In certain instances standards could, in 
themselves, be insuffi cient and may need to 
be augmented with testing, evaluation and 
certifi cation to ensure proper implementation. 
The case of fi ngerprints highlights this 
problem succinctly in that there are numerous 
types of technologies giving rise to problems 
and challenges such as incompatibility and 
unequal levels of accuracy. Equally certifi cation 
and supporting regulations will be key 
enablers, ranging in their application from 
individual pieces of equipment through to the 
development and implementation of systems, 
e.g. UAVs. The recommendations put forward 
in the development of European policies and 
standards in the link to innovation section 
(page 73) will make a positive impact in this respect.

The automatic ship identifi cation system (AIS) 
for vessel traffi cking is already utilised on larger 
vessels enabling their automatic identifi cation 
when reaching port or when nearing the coast 
line. Currently this does not apply to smaller 
vessels which handicaps authorities attempting 
to clamp down on illegal traffi cking, typically 
expedited using these smaller vessels. The 
diffusion of this technology, together with a 
recognised European standard, could offer 
Europe a competitive advantage in a global 
market.

Research proposed within the security and 
society section (page 54) will read across 
to the technology development for border 
security. In particular the topics related to 
abnormal behaviour, organisational structures 
and foresight scenarios will affect the manner 
in which nations train, organise and prepare 
for controlling and managing their borders.

The integrated projects identifi ed earlier aim 
to address specifi c border security needs, 
but represent building blocks towards the 
larger demonstration programmes identifi ed in 
Section 2.2. The demonstration programmes 
entitled ‘European-wide integrated border 
control system’ and ‘logistic and supply chain 
security’ have the highest relevance to the 
border security mission.
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Protection against 
terrorism and organised crime

Organised crime, and its undeniable link to 
terrorist fi nancing, poses large and complex 
problems for Europe. A symbiotic relationship 
exists whereby terrorists benefi t from the 
infrastructure that organised crime in many 
cases can provide while organised crime 
benefi ts from the fi nancial ties terrorists have 
built to fund their assaults. 

In both these areas, the rapid advancement in 
technology and science provides both benefi ts 
and signifi cant challenges to law enforcement. 
Today’s organised criminals and terrorist 
groups are making full use of easily accessible 
technology to further their activities. Drug 
smugglers are using encrypted telephones 
to protect their conversations, counterfeiters 
are using high-powered computers and 
laser printers to produce currencies, child 
pornographers are using the Internet to 
communicate and trade their illicit wares, and 
money launderers are utilising sophisticated 
trade transactions to disguise the movement 
of funds throughout the world. Uncovering 
such activities becomes ever more diffi cult as 
globalisation and legitimate international trade 
and fi nancial transactions increase ever more 
rapidly.

Whilst a signifi cant amount of work has been 
undertaken nationally, the international and 
transnational nature of organised crime and 
terrorism, means that success is dependent 
on Europe’s abilities to work closely together, 
to communicate effectively, and to exchange 
information quickly and legally. In this respect, 
EUROPOL and EUROJUST continue to play and 
develop an instrumental role.

ESRAB activities in this area covered a wide 
spectrum of organised crime and counter 
terrorism activities.

Organised crime — activities range from drug 
and weapons smuggling, complicated money 
laundering and child pornography traffi cking 
schemes, individual and private sector 
fraud, to the illegal movement of equipment, 
technology and even knowledge which can be 

used in the development of weapons of mass 
destruction. The impact of these activities is 
alarming. Although no European fi gures exist, 
the recently formed UK Serious Organised 
Crime Agency (SOCA) estimated the economic 
and social harm caused by organised crime to 
the UK at upwards of GBP 20 billion a year. 
Traffi cking of class A drugs represented 65 % 
of this fi gure. In addition, the global illicit drugs 
market, measured at retail prices, is higher 
than the GDP of around 88 % of the countries 
in the world (5). 

Terrorism, as evidenced by recent tragic events, 
is a real and growing threat to Europe. Combating 
this requires secure information and fi nancial 
networks, robust secure communications and 
virtual policing of information infrastructures, 
including the Internet, to uncover and track 
terrorist activities. In the current digital age 
it is increasingly essential to enhance the 
intelligence and analysis capabilities (capacity 
and quality) across a range of sectors in 
concert with digital forensic technology to 
track, trace and apprehend terrorists. With 
respect to terrorist weapons special attention 
is required to detect, track, trace, identify and 
neutralise chemical, biological, radiological, 
nuclear agents and explosives (CBRNE) — 
both ‘traditional’ and ‘home grown’. Speed, 
robustness and affordability will be the driving 
design parameters for technological and 
system solutions. 

(5) Source: Offi ce on Drugs and Crime (UNODC), 2003.
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Capabilities 
More than 100 capabilities have been identifi ed that 
have an impact on the protection against terrorism and 
organised crime. The 30 most important capabilities 
are presented in graphical format in Figure 4 and 
described hereafter against their relevant functional 
headings.

Function: Detection, identifi cation and authentication
Detecting and identifying specifi c dangerous goods 
(drugs, explosives, viri, and CBRN) are important 
capabilities. Rapid alerting should facilitate early 
warning and false alarm rates of existing sensors 
should be reduced. Stand off detection will allow 
ease of use. The cooperative (or non-cooperative) 
detection, identifi cation and authentication of 
individuals using biometric based systems is a key 
capability alongside the ability to detect individuals, 
alone or in crowds, exhibiting abnormal terrorist or 
criminal behaviour. 

Function: Information management
The automated production of intelligence by 
integrating data from interactive multi-sensors in real 
time is the central capability required. The massive 
increase in data volumes, types, quality, structure and 
format demands automated analysis capabilities. 
Cultural, linguistic and behavioural aspects affecting 
the appreciation of data and the ability to automate 
content analysis to track for instance child porn or 
terrorist messages are also seen as key. Privacy and 
data protection capabilities will need to be enhanced 
in order to ensure data fusion and analysis on this 
scale does not infringe appropriate regulation. 
Finally, digital forensic capabilities, to track and trace 
criminal actions in information networks, are seen as 
important.

Function: Risk assessment, modelling and impact 
reduction
Threat assessment models are needed to identify 
appropriate and targeted countermeasures. Modelling 
the development of terrorism and crime and the 
measures to prevent criminal or terrorist networks 
from expanding is seen as an important enabler. 
Decision models aimed at identifying cost effective 
and effi cient countermeasures to protect physical 
structures are perceived to be a high value capability. 
This would cover protection from all weapons either 
by redesigning, refurbishing, or adding protection 

measures. Dispersion modelling of CBRN agents 
remains an important issue. 

Function: Positioning and localisation
Tracking and tracing of (non-cooperative) people, 
vehicles and substances are crucial capabilities. In 
addition, capabilities for observation in diffi cult and 
complex environments (through walls, water, crowds) 
are needed. Automated observation and monitoring 
should be supported with accurate and reliable 
spatial techniques to identify hazardous substances 
and objects (like detonators). The integration of new 
sensors into existing monitoring, access, control 
or logistic networks will improve widespread and 
affordable observation capabilities.

Function: Situation awareness and assessment
Situation awareness will require a large improvement 
in existing command and control centres. The 
prediction and correlation of events requires the 
development of domain and scenario-specifi c 
models to be used for advanced-warning and target 
assessment. Mobile robust automated surveillance 
systems are needed to meet increasing surveillance 
requirements with respect to coverage and quality.

Function: Command and control
Interoperability and information sharing requirements 
will mandate the interconnection of different networks. 
To protect information housed in heterogeneous, 
decentralised and interconnected networks, new 
techniques are needed to guarantee their safe and 
secure use. 

Function: Intervention
Intervention capabilities aim to nullify or disarm 
dangerous individuals, vehicles and delivery systems, 
for example systems of systems protection of 
commercial aircraft against man portable air defence 
systems (MANPADS). For unavoidable incidents, 
a new generation of resilient clothing and personal 
equipment is needed allowing hazardous work in 
adverse environments. Improved forensic technologies 
and analysis capabilities for both digital and physical 
crime scene investigation are also important.

European Security Research – Terrorism and organised crime
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Linkages/enablers/constraints 

European Security Research – Terrorism and organised crime

The research proposed within the security and 
society sections (page 54) of the report will have 
a direct relevance to this mission. 

Foresight studies will assist in the 
identifi cation of new and emerging security threats 
whilst societal research will assist in understanding 
the risk of radicalisation, and consequent 
recruitment, of individuals from local communities. 
Both are likely to impact government policy, including 
that of research and development. Additionally the 
mission’s requirement for widespread observation, 
coupled with the fusion of distributed data 
and the sharing of information requires that 
technologies, equipment and systems be 
developed that are in line with European ethical 
and privacy values. The research will assist 
in defi ning this balance. Finally the research 
proposed into understanding the organisational 
structures and cultures of public users 
will have an infl uence in the orientation in which 
research and development is both undertaken 
and demonstrated such that it can be readily 
applied and introduced by public authority 
end-users. 

Research is not an end in itself. As this report 
demonstrates, for technology to be effective 
it must be supported and synchronised with 
the requisite standards, legislation and societal 
acceptance. Coherence across all these facets 
is badly needed and the recommendation to 
create the European Security Board (page 67) 
is a welcome instrument towards this end.

In parallel to the improvement in the requisite 
technology solutions new European legislation 
regarding their in-service use will be needed to 
facilitate the smooth transfer from research to 
commercialisation. This can be strengthened 
through the development of European standards 
and product certifi cation which will benefi t both 
the economic development and the transnational 
interoperability of products and services.

The possibilities offered by dual use technology 
and the economic leverage to be gained from

maximising dual use research infrastructure 
in Europe would benefi t immensely from 
an integral approach. In this respect the 
proposed technology watch (page 69) covering 
civil, security and defence technologies is a 
welcome fi rst step. This should be supported 
by a defence and security research policy.

The integrated projects aim to address specifi c 
counter measures for terrorism and organised 
crime. They represent building blocks towards 
the larger demonstration programmes 
identifi ed in Section 2.2. The demonstration 
programmes entitled ‘CBRNE’, ‘Logistic and 
supply chain security’ and ‘Security of mass 
transportation’ have the highest relevance 
to this mission. Additionally the integrated 
projects ‘First responder of the future’ and ‘Built 
infrastructure protection’ proposed within the 
crisis management and critical infrastructure 
protection missions respectively also have 
relevance for this mission.



FUNCTIONS CAPABILITIES (major) TECHNOLOGIES (major)MISSION

Protection against 
terrorism and 
organised
crime

Detection, Identifi cation, 
Authentication

Drugs, explosives, viri, CBRN detection. Very fast alerting on broad substance type for early 
warning. After alert more precise checking of type and identifi cation. Low false alarm rates.

Stand off scanning and detection of hidden dangerous materials and/or stowaways

Access control. Identifi cation, accreditation and authentication of people.

Detection and system of systems protection of commercial aircraft against MANPAD attack.

Access Control Vehicle Identifi cation

Detection of abnormal behaviour of living beings, platforms

l

l

l

l

l

l

Chemical and Biological 
Detection/identifi cation 
techniques
Facial, Fingerprint, Iris/
retina, Voice signature 
recognition 
Cyber security policy 
management tools 
Explosive Detection sensors
Image / pattern processing 
technology 
Micro and mm-wave sensor 
technologies 

ü

ü

ü

ü
ü

ü

Information 
Management

Data 
fusion 

techniques including 
mining, trend detection and 

optimization analysis.

Cultural, Behavioural analysis

Automated information production

Digital Forensics, monitoring and acting on digital traces

Facilitate secure communication facilities between departments and nations

Automated content analysis to track illegal content

Semantics, topology development to facilitate semantic data 
exchange.

Privacy and Interoperability: sharing information 
within privacy rules

Data protection / Integrity, Usage 
rights

Automated language, 
translation

l

l

l

l

l

l

l

l

l

l

Text 
mining / 

data mining 
Knowledge management 

Filtering technologies 
Infrastructure to support information 

management and dissemination 
Data / Information fusion technology

Natural language processing technology
Advanced Human behaviour modelling and 

simulation

ü

ü
ü

ü

ü
ü

ü

Risk Assess-
ment, Modelling, 

Impact Reduction

Develop 
threat 

assessment models

Develop models to describe 
the creation and evaluation of 

terrorism and crime

Develop security and safety kits to 
temporarily increase protection

Modelling of criminal networks

Develop and share dispersion models for 
contamination

Develop ballistic, blast, impact reducing measures 
for existing infrastructure

Develop protection against contaminants in buildings

l

l

l

l

l

l

l

Impact 
analysis 

concepts and 
impact reduction 

Optimization, Planning and 
Decision Support Systems 

Data fusion techniques 
Anti Blast glasses/concrete 

Data collection, data classifi cation
Human Behaviour Analysis and modelling

ü

ü

ü
ü

ü
ü

Observation 
through walls, water, 

metal etc

Control of property change of 
chemicals to preclude misuse

Marking, tracking, tracing 
of components for substance 
production

Integration of sensor systems with 
transaction, access, use systems

l

l

l

l

Positioning 
and 

Localisation

CBRN sensors 
Radar sensors 

Cameras 
RFID based tracing 

Electronic tagging systems 
Terahertz sensors

Nanotechnology for sensors

ü
ü

ü
ü
ü
ü
ü

Situation 
awareness 
and 
assessment

Detection 
of common 
behaviour 
characteristics in 
criminal data

Prediction Correlation 
models to generate 
pre-warning of threat 
assessment

Methodologies to recognize 
automatically criminal behaviour

Mobile sustained automated 
surveillance systems•

l

l

l

l

Text mining, data mining 
IKBS/AI/Expert techniques
Optimization and decision support technology 
Autonomous small sensors / smart dust 
Data Fusion 
Image / Pattern recognition 

ü
ü
ü
ü
ü
ü

Figure 4

Protection 
against terrorism 
and organised 
crime 
– overview diagram of 
the main functions, capabilities 
and technologies



Overview diagram

Protection against
terrorism and crime

Critical infrastructure protection

Mission scope
Critical infrastructures have been subject 
to a number of signifi cant challenges over 
recent years, from legacy millennium bug 
(Y2K) issues to the growth of terrorist 
activities. These challenges highlighted that 
risk assessment and its implications have 
not been well understood by private industry, 
government bodies or politicians. Furthermore 
they have served to underscore the importance 
of such infrastructures and subsequently their 
protection has become a major worldwide 
concern. Protecting critical infrastructures is, 
however, diffi cult due to the sheer number, diversity 
and dependencies between them. 

Critical infrastructures can be damaged, 
destroyed or disrupted by deliberate acts 
of terrorism, natural disasters, negligence, 
accidents, computer hacking, criminal activity 
and malicious behaviour. They cover a 
diverse number of physical, logical and 
organisational systems from sensitive and 
administrative buildings, train and subway stations, 
sensitive manufacturing plants, energy 
production sites and transmission systems, 
storage and distribution, to information 
and communication networks or public 
events (6). Within this diversity, certain critical 
infrastructures have direct dependencies 
on one another. Failure in one may cause a 
cascading failure in others. Amongst these, 
the most critical is the robustness of the 
power transmission and distribution system 
due to its underlying operational importance 
to most supporting critical infrastructure 
equipment and systems. Increasingly, such 
critical infrastructure dependencies extend 
beyond national boundaries and it is these 
which ESRAB has primarily addressed. Their 
transnational impact is felt operationally when 
failure occurs (e.g. power outage) but also 
increasingly commercially, as privatisation 
transfers ownership of critical infrastructure 
assets to private industries, most notably in 
the transport and energy sectors.

(6) To avoid overlap with the border security mission, ports 
and airports were not addressed by the critical infrastructure 
mission.

A European list of critical infrastructure is 
currently being established and whilst the total 
number is, as yet, unknown, it is expected 
that the number of systems employed by 
those infrastructures will be in the order of 
thousands. Enhancing the protection of these 
across such a diverse range of sectors, albeit 
it to varying levels, will be challenging. With 
limited fi nancial resources available to both 
public and private organisations, solutions 
must be effective and cost effi cient by design. 
With this in mind ESRAB set about developing 
a capability ‘toolbox’ in which critical 
infrastructures sharing similar characteristics 
were grouped together to ensure maximum 
leverage from capability development in those 
areas. The philosophy of ‘design once use 
many times’ was thus the driving concept. 
Critical infrastructure owners and operators 
should draw upon those capabilities of most 
relevance to their needs. 

Signifi cant research efforts are needed ranging 
from the integration of mature technologies 
through to the development of new and emerging 
security-specifi c technologies. Where effi cient, 
but costly, technologies exist, research efforts 
should focus on ways to reduce dramatically 
the cost for similar performances. Where no 
technological solution exists, the research 
effort should emphasise low cost solutions.

European Security Research – Critical infrastructure protection
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Capabilities 
Out of the more than 103 capabilities which were 
identifi ed as being of importance, 30 have been 
identifi ed as being priority capabilities for inclusion 
in Europe’s critical infrastructure protection ‘toolbox’. 
The 30 capabilities are presented in graphical format 
in Figure 5 whilst the ones offering the highest impact 
are described below under their respective functional 
headings. 

Function: Detection, identifi cation and authentication
Capabilities in this area relate primarily to individuals, 
vehicles and goods. Preventative detection follows 
a layered approach starting with the detection of 
abnormal behaviour of individuals (or groups of 
individuals), vehicles and goods (in terms of abnormal 
trajectories followed by the goods) on the outside of 
critical infrastructures. In certain instances, this 
must be supported by enhanced capabilities for 
the rapid detection and identifi cation of unwanted 
entities in close proximity to critical infrastructures. 
Critical infrastructure entry points will require the fast, 
physical or logical identifi cation and authentication 
of individuals and vehicles/platforms, as well as 
the detection of dangerous goods including CBRN 
and explosives. Inside the critical infrastructures, 
detection of abnormal behaviour capabilities must 
once again be applied. These include additional 
capabilities focussing on detection of unattended 
luggage, with automatic tracing and tracking of the 
earlier carrier of the luggage and the detection of 
contaminants carried in supply networks, for example 
in the drinking water system.
 
Function: Risk assessment, modelling and impact 
reduction
Capabilities and tools for risk assessment and response 
modelling in critical infrastructures are needed. These 
tools will offer important aids for decision-makers to 
determine priorities among multiple risk factors, and, 
in some instances, to model the impact of proposed 
solutions. In addition, capabilities addressing the 
protection against cascading (‘domino’) effects are 
seen as key. In particular, specifi c tools to protect 
large electrical power grids and communication grids 
against cascading effect by automatic isolation in 
case of failure of interconnected grids, are required. 
Finally, capabilities relating to the more robust and 
resilient design of products for the construction and 
the service of critical infrastructures require more 

research. A key capability required in this respect 
will be the means to shield and protect structures, 
platforms and networks from high power microwave 
attack. 

Function: Communication
The need for robust and secured communication is 
ubiquitous across the mission, with a special focus 
on capabilities for automatic authentication of 
people accessing terminals and networks, and the 
monitoring of the network traffi c to detect malicious 
suspicious traffi c and identify predefi ned patterns. 
Research into more robust encoding, not necessarily 
cryptography, so as to improve the protection and 
resilience of communication network from jamming 
and heavy noise signals is also required. 

Function: Command and control 
Integrated capabilities are required for the protection 
of supervisory control and data acquisition systems 
(SCADA) from attack. SCADA systems are widely used 
for energy generation, transmission and distribution, 
in the transportation and water sectors, and for 
manufacturing. SCADA systems and networks, 
however, are not designed to withstand attacks. 

Function: Positioning and localisation
Capabilities to position, track and trace vehicles, 
ships, and goods inside open or controlled areas 
are seen as important in order to protect critical 
infrastructures. Such capabilities are most important 
for the transportation of hazardous (or ‘sensitive’) 
material both within a nation, region and across the 
European Union.

Function: Situational awareness and assessment 
(surveillance)
Supporting those capabilities identifi ed in the 
detection, identifi cation and authentication function, 
additional capabilities facilitating the permanent 
monitoring of the environment, both inside and 
outside a critical infrastructure, operational night 
and day and in any weather condition, are seen as 
being of high importance.

European Security Research – Critical infrastructure protection
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FUNCTIONS CAPABILITIES (major) TECHNOLOGIES (major)MISSION

Critical 
infrastructure 
protection

Detection, Identifi cation 
and Authentication

Stand-offs scanning and detection of hidden dangerous material

Detection of unattended goods and of owner

Detection of abnormal behaviour of people (from single to groups)

Detection of abnormal behaviour of vehicles and goods

Identifi cation of searched individuals in a crowd

Detection/identifi cation of water contamination

Remote detection of illicit access to pipelines

Detection of ill and/or infectious people

Intruder detection in an area

Vehicle identifi cation (type, plate)

Secured access 
control

l

l

l

l

l

l

l

l

l

l

l

Explosive detection
CBRNE detection
Visible and IR cameras
Radars
Hyper spectral and multi spectral 
sensors
Motion sensors
Biometrics
Pattern recognition
Smart video surveillance 

ü
ü
ü
ü
ü

ü
ü
ü
ü

Communication

Monitoring 
of network traffi c, 

identifi cation of suspicious 
traffi c

User authentication for terminal and network access

Physical integration of C4 equipment and interface with carrying platforms 

End-to-end interoperable secure communication infrastructure and service

Detection and identifi cation of fraudulent control 

Load balancing mechanisms (related to telecommunication networks 

Protection against heavy noise, jamming)

l

l

l

l

l

l

l

Pattern 
recognition

Text and data mining
Biometrics

Communication and Information System 
security equipment

Information security
Filtering technologies

Network management and control
Protection against hash environment

ü

ü
ü

ü

ü
ü

ü
ü

Tools 
to protect 

main electric power 
grids against cascading 

effect 

Tools to protect main communication 
grids against cascading effect 

Modelling tools for risk assessment and 
response models for critical infrastructures and 

service

Assessment tool to identify vulnerabilities to 
cascading effect of power grid

Assessment tool to identify vulnerabilities to cascading 
effect of communication networks

Design more robust and resilient products for construction of 
critical infrastructures

HPM shielding for structures, platforms, and networks 

l

l

l

l

l

l

l

Alternative 
power sources 

and devices
Early detection techniques

Protocol technology
Simulation for decision making

Structural and smart materials
EMC evaluation and hardening  

ü

ü
ü

ü
ü

ü

Localisation 
and tracking of goods 

in an area 

Alternate navigational aids in case 
of major GPS failure

l

l

Positioning 
and 

Localisation

Electronic 
tagging

Device integration/reliability
Radio navigation

Direction fi nding and map guidance  

ü

ü
ü

ü

Situation 
awareness 
and 
assessment

Permanent 
monitoring of 
environment, night 
and day, all weather 

Produce domain specifi c 
prediction models 
to facilitate pro-active 
intervention

l

l

Various set of sensors
Data fusion
Smart video surveillance  

ü
ü
ü

Figure 5

Critical 
infrastructure 
protection 
– overview diagram of 
the main functions, capabilities 
and technologies

Risk 
assessment, 

modelling 
and impact 

reduction



Overview diagram

Critical infrastructure protection

Linkages/enablers/constraints 
The identifi cation and authentication of 
individuals is the most common function 
required for the protection of critical 
infrastructures. Almost all proposed solutions 
to address the requirements of this function 
are based on the use of biometric technology. 
Implementation of biometric technology has 
often raised concerns, and its use is controlled 
by several special regulations. 

The research proposed under the security and 
society section (page 54) will play an instrumental 
part in guiding the research and development within 
this mission area. The ethics and justice 
section should provide a rounded and clearly 
articulated view as to an appropriate balance 
between security technology application 
of citizen’s privacy thereby guiding policy 
development in this important. The section 
on citizens and security, aims to undertake 
research into individual and crowd behaviour. 
Such research aims to detect abnormal 
behaviour and the optimum means to realign 
the situation. Clearly there are strong links 
between, and impact upon, technology 
development in this area. The section security 
economics, aims to study the impact of 
insecurity from an economic perspective and 
to objectively determine where investments 
and policy should best directed, including for 
critical infrastructure. 

The sheer number, diversity and (inter-) 
dependencies of critical infrastructures 
across Europe points to the need for effi cient 
and affordable solutions which should be met 
by a globally competitive European technology 
supply chain. In order for this to be achieved 
appropriate European standards, and in some 
instances their certifi cation, shall be required. 
In this respect a strong relationship between 
policy developers, industry and the European 
Committee for Standardisation (CEN) is seen 
as a key enabler. 

From the perspective of a critical infrastructure 
operator, the impact on their business model of 
implementing additional security solutions will 
almost certainly be negative, especially in view 

of the highly competitive environments in which 
they operate. Appropriate fi nancial support, 
or regulation preserving the competitiveness 
of critical infrastructure operators, is seen 
as an essential enabling element for effective 
implementation. In this respect the work on-
going within the Commission (DG JLS) is 
welcomed and should be supported.

The integrated projects identifi ed earlier aim 
to address specifi c border security needs, 
but represent building blocks towards the 
larger demonstration programmes identifi ed in 
Section 2.2. The demonstration programmes 
entitled ‘Logistic and supply chain security’ 
and ‘Security of mass transportation’ have the 
highest relevance to the critical infrastructure 
protection mission.
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Restoring security in case of crisis

Mission scope 
Modern crises are progressively changing 
their character from ‘predictable’ emergencies 
capable of being countered with existing 
crisis management tools and techniques, to 
unpredictable catastrophic events for which 
governments and fi rst responders require new, 
innovative and affordable solutions. Progress 
is needed on at least two fronts — ensuring 
governments, fi rst responders and societies 
are better prepared prior for an incident, and 
in parallel, improving the tools, infrastructures, 
procedures and organisational frameworks 
to respond and recover more effi ciently and 
effectively both during, and after, an incident. 
Improving national competencies in this area 
is aimed primarily at meeting the needs 
of European citizens but will also benefi t 
international communities by virtue of the 
assistance provided through the Community’s 
civil protection mechanism.

Improvement in crisis management capabilities 
are required to address three clear areas.

Terrorism and crime is on the increase — the 15 
worst terrorist attacks, in terms of casualties, 
have occurred since 1982 and of these, more 
than 80 % have taken place within the last 10 
years  (7). The terrorist attacks in Madrid 
and London are vivid reminders. Most attackers 
utilise conventional explosive weapons, however, 
in the future, weapons of mass destruction 
and disruption (e.g. CBRN) could be employed. 
Human and economic losses could rise steeply 
adding signifi cant complexity and scale to 
the required responses of governments, fi rst 
responders and public health systems. 

Natural disasters, including pandemics, have 
equally seen a marked increase over the 
last decade, resulting in severe loss of life, 
property, and damage to the environment. 
The lives of millions of civilians are at risk each 
time an earthquake, hurricane or other natural 
disaster occurs, and this is exacerbated in poor 
countries with less developed infrastructures, 
high and vulnerable population densities 

and inadequate emergency preparedness. 
Hurricane Katrina proves developed nations are 
by no means exempt from these ravages and 
the outbreak of avian fl u in parts of Europe 
poses the threat of a new infl uenza pandemic, 
similar to the Spanish fl u of the last century.

Major industrial accidents/technological 
disasters can have a signifi cant effect both 
locally and further a fi eld. No better example 
exists than the Chernobyl nuclear accident of 
20 years ago in which the whole of Europe 
was affected. Similar examples exist, although 
not on the same scale. The explosion of a 
fertiliser chemical plant in Toulouse 2001, the 
oil-pollution from the tanker Prestige which 
affected France, Spain and Portugal in 2002, 
and last year’s oil storage terminal explosion 
in Hertfordshire (UK). Effects of this kind of 
disaster can be far reaching and, though the 
onus must lie with each industry to put in 
place its own contingency plans to deal with 
emergency scenarios, in some instances 
external, or even international, assistance may 
be necessary.

European Security Research – Restoring security in case of crisis
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Capabilities 
The analysis of the requirements to satisfy this 
mission has led to some 98 capability disciplines 
being identifi ed. Of these 33 have been identifi ed 
as having prime importance and are shown in 
fi gure 6. However, although new technologies will be 
helpful in some areas, for example to aid command and 
control functions and search techniques, much of the 
research and thought in this area will involve practical 
experiences and analytical skills to establish and 
construct the organisation, concepts and operating 
procedures for emergency crisis management. Achieving 
agreement from national and international emergency 
agencies to standardise equipment and operating 
procedures for ease of interoperability and fl exibility will 
require considerable effort. Similarly, producing best 
practice from ‘lessons learned’ will take time. 

Function: Doctrine and operations 
The design and construct of the whole leadership 
chain and crisis management organisation will be 
paramount. Additionally, a best practice exchange 
network on both global and European levels will 
enable an effective ‘lessons learned’ process and 
lead to additional fl exibility, interoperability and 
responsiveness. Readiness will be further enhanced 
through training and exercises involving the use of 
realistic modelling and simulation tools in dedicated 
facilities. Target audiences should principally be 
crisis managers and fi rst responders although this 
should also be extended to citizens to enhance their 
ability to assist themselves, and consequently reduce 
the burden on authorities, during a crisis.

Function: Command and control
To enable effective command and control, information 
management, intelligent decision support including 
comprehensive contingency planning scenario 
checklists, a common operational picture, effi cient 
and interoperable communication and message 
exchange at all levels (warning, alerting, reporting 
and command functions) and public information 
will all be crucial to support the crisis management 
teams and decision-makers.

Function: Situation awareness and assessment 
Situation awareness is critical to all steps in crisis 
management. Sensors and rapid information 
acquisition to compile and update a common 
operational picture and to aid risk assessment 
and scenario development will be fundamental to 
the decision-making process. This will include the 
integration and fusion of data gathered from a wide 
array of sensors including space, air, land, sea, and 
personnel. Software planning tools, modelling, rapid 
and fl exible map production and clear presentational 
displays will be essential.

Function: Incident response 
Effective incident response must be rapid, accurate 
and where possible use pre-planned check lists 
customised for relevant scenarios. The incident 
response cycle will be enhanced by custom built 
transportation to facilitate rapid response and 
rescue operations. It must include advanced personal 
equipment both for fi rst responders and civilians 
alike (e.g. smart suits and protective coverings). 
Comprehensive logistic contingency plans for the use 
of air, sea and land transportation fl eets to enable 
a rapid response, inside and outside the EU, should 
be drafted. Capabilities for dispersal assessment, 
decontamination and neutralisation or containment 
of the threat, basic service restoration (energy, water, 
communication, commerce, etc.), and temporary 
rehabilitation will also be essential.

Function: Detection, identifi cation and authentication 
The detection, identifi cation and authentication 
of people (wounded, buried alive, ill, deceased or 
infectious) and dangerous substances (explosives, 
CBRN, contamination, germs or viri, pollution) 
including fi eld epidemiology will be necessary. 
Accurate positioning and localisation, reporting 
and tracking of events and personnel will be important 
to facilitate effective command and control of aid 
relief, emergency services, and personnel movements 
in devastated areas and to contain the spread of 
contamination and effect.

  

European Security Research – Restoring security in case of crisis



S
ection 2

.1

41

In
te

gr
at

ed
 p

ro
je

ct
s 

Th
e 

ta
sk

s 
at

 a
 la

rg
e 

in
ci

de
nt

 a
re

 n
um

er
ou

s 
an

d 
di

ve
rs

ifi 
ed

, a
nd

 e
ffe

ct
iv

e 
cr

is
is

 m
an

ag
em

en
t 

w
ill

 r
eq

ui
re

 a
 c

ar
ef

ul
 in

te
gr

at
io

n 
of

 p
la

nn
in

g,
 o

rg
an

is
at

io
n,

 r
es

ou
rc

es
, 

ca
pa

bi
lit

ie
s 

an
d 

te
ch

no
lo

gi
es

. S
om

e 
ex

am
pl

es
 o

f s
uc

h 
si

tu
at

io
ns

 w
he

re
 m

ul
tip

le
 t

ec
hn

ol
og

ie
s 

co
ul

d 
be

 in
te

gr
at

ed
 a

re
 s

ho
w

n 
in

 T
ab

le
 5

.

N
et

w
or

k 
en

ab
le

d 
co

m
m

an
d 

an
d 

co
nt

ro
l

Fi
rs

t r
es

po
nd

er
 o

f t
he

 
Fu

tu
re

Sp
ec

ia
lis

t s
ea

rc
h 

an
d 

re
sc

ue
 c

ap
ab

ili
tie

s 
Po

st
 in

ci
de

nt
 b

as
ic

 
se

rv
ic

e 
re

st
or

at
io

n 
Eu

ro
pe

an
 c

ri
si

s 
m

an
ag

em
en

t n
et

w
or

k

Objectives

De
ve

lo
p 

ne
tw

or
k 

en
ab

le
d 

ca
pa

bi
lit

ie
s 

fo
r e

ffe
ct

iv
e 

co
m

m
an

d 
an

d 
co

nt
ro

l 
of

 
th

e 
Em

er
ge

nc
y 

Cr
is

is
 

M
an

ag
em

en
t 

O
rg

an
is

at
io

n 
(E

CM
O

).

En
ha

nc
e 

th
e 

op
er

at
io

na
l 

ef
fe

ct
iv

e-
ne

ss
 

an
d 

ca
pa

bi
lit

y 
of

 
fir

st
 

re
sp

on
de

rs
 a

nd
 r

ed
uc

e 
in

ju
ry

 o
r 

lo
ss

 o
f l

ife
 a

m
on

g 
fi r

st
 re

sp
on

de
rs

 
an

d 
th

e 
ci

vi
l p

op
ul

at
io

n.
 

Im
pr

ov
e 

th
e 

ab
ilit

y 
to

 
lo

ca
te

, 
as

se
ss

, a
nd

 re
sc

ue
, i

nj
ur

ed
 a

nd
/o

r 
co

nt
am

in
at

ed
 v

ic
tim

s 
in

 a
 C

BR
N

E 
or

 n
at

ur
al

 d
is

as
te

r 
en

vi
ro

nm
en

t.

Im
pr

ov
e 

th
e 

ab
ilit

y 
to

 d
ep

lo
y 

an
d/

or
 r

ec
tif

y 
ba

si
c 

se
rv

ic
es

 (
en

er
gy

/
w

at
er

/c
om

m
un

ic
at

io
ns

) 
af

te
r 

an
 

in
ci

de
nt

 a
nd

 r
ep

ai
r 

in
fr

as
tr

uc
tu

re
 

an
d 

lin
es

 o
f c

om
m

un
ic

at
io

n 

De
ve

lo
p 

Eu
ro

pe
an

 c
ris

is
 m

an
ag

em
en

t 
tr

ai
ni

ng
, d

oc
tr

in
e 

an
d 

to
ol

s.
 F

ac
ilit

at
e 

ef
fo

rt
s 

to
 e

xc
ha

ng
e 

le
ss

on
s 

le
ar

ne
d 

an
d 

be
st

 p
ra

ct
ic

e 
of

 E
ur

op
ea

n 
cr

is
is

 
m

an
ag

er
s 

an
d 

fi r
st

 re
sp

on
de

rs
.

Scope

W
id

es
pr

ea
d 

ne
tw

or
ki

ng
 

ha
s 

th
e 

po
te

nt
ia

l 
to

 
pr

ov
id

e 
si

gn
ifi 

ca
nt

ly
 

im
pr

ov
ed

 
ac

ce
ss

 
to

 
tim

el
y 

an
d 

re
le

va
nt

 i
nf

or
m

at
io

n 
to

 a
ll 

cr
is

is
 

m
an

ag
er

s 
an

d 
fi r

st
 

re
sp

on
de

rs
 

an
d 

to
 a

ss
is

t i
n 

th
e 

pr
od

uc
tio

n 
of

 a
 

co
m

m
on

 o
pe

ra
tio

na
l 

pi
ct

ur
e.

 T
he

 
pr

oj
ec

t s
ho

ul
d 

fo
cu

s 
on

: 
• 

na
tio

na
l 

an
d 

in
te

rn
at

io
na

l 
op

er
at

in
g 

pr
oc

ed
ur

es
;

• 
or

ga
ni

sa
tio

na
l s

tr
uc

tu
re

s;
• 

in
fo

rm
at

io
n 

ac
qu

is
iti

on
 

an
d 

m
an

ag
em

en
t;

• 
de

ci
si

on
 s

up
po

rt
; 

• 
in

te
ro

pe
ra

bl
e 

co
m

m
un

ic
at

io
ns

;
• 

fl e
xi

bi
lit

y 
in

 
pl

an
ni

ng
 

an
d 

ex
ec

ut
io

n 
of

 o
pe

ra
tio

ns
.

Ho
lis

tic
 v

ie
w

 t
o 

be
 t

ak
en

 f
or

 t
he

 
pr

oj
ec

t c
ov

er
in

g:
 

• 
op

er
at

io
na

l e
ffe

ct
iv

en
es

s;
• 

in
no

va
tio

n 
in

 
eq

ui
pm

en
t 

an
d 

pr
ot

ec
tio

n 
of

 fi
 rs

t 
re

sp
on

de
rs

, 
im

pr
ov

in
g 

an
d 

m
on

ito
rin

g 
of

 
pe

rf
or

m
an

ce
 a

nd
 h

ea
lth

;
• 

se
ns

or
s 

an
d 

co
m

m
un

ic
at

io
n 

eq
ui

pm
en

t, 
pr

ov
id

in
g 

fa
ci

lit
ie

s 
fo

r 
co

lla
bo

ra
tio

n 
at

 a
 d

is
ta

nc
e;

• 
pr

oc
ed

ur
es

 a
nd

 ta
ct

ic
s:

 a
dd

re
ss

 
de

ci
si

on
-m

ak
in

g 
th

ou
gh

 C
RO

P;
• 

tr
ai

ni
ng

 a
nd

 c
oo

pe
ra

tio
n:

 d
es

ig
n 

tr
ai

ni
ng

 fo
r 

m
od

er
n 

op
er

at
io

ns
.

Re
se

ar
ch

 
an

d 
de

ve
lo

pm
en

t 
in

 
pa

rt
ic

ul
ar

 s
ho

ul
d 

fo
cu

s 
on

:
• 

de
te

ct
in

g 
bu

rie
s 

pe
op

le
;

• 
th

e 
us

e 
of

 s
en

so
rs

 (
ac

ou
st

ic
s,

 
ra

da
rs

, v
id

eo
 s

tre
am

in
g,

 e
tc

.) 
to

 
en

ha
nc

e 
si

tu
at

io
n 

aw
ar

en
es

s;
• 

on
-s

ite
 m

on
ito

rin
g 

of
 d

am
ag

ed
 

st
ru

ct
ur

es
 a

nd
 th

e 
en

vi
ro

nm
en

t;
• 

th
e 

ab
ilit

y 
to

 t
ra

ns
m

it,
 r

ec
ei

ve
, 

an
d 

di
sp

la
y 

da
ta

 f
ro

m
 s

pe
ci

al
is

t 
ce

nt
re

s 
(c

om
m

an
d 

an
d 

co
nt

ro
l);

• 
m

ob
ile

 e
xt

ra
ct

io
n 

eq
ui

pm
en

t;
• 

bi
ot

ec
hn

ol
og

ic
al

 
an

d 
m

ed
ic

al
 

co
un

te
r 

m
ea

su
re

s;
• 

ra
pi

d 
de

co
nt

am
in

at
io

n.

Re
se

ar
ch

 s
ho

ul
d 

in
iti

al
ly

 a
dd

re
ss

 
m

ob
ile

, s
ca

la
bl

e 
m

ic
ro

 p
ow

er
 g

rid
s 

to
 

pr
ov

id
e 

em
er

ge
nc

y 
el

ec
tr

ic
 

po
w

er
 fo

r k
ey

 in
st

al
la

tio
ns

 a
nd

 fi 
rs

t 
re

sp
on

de
rs

 in
cl

ud
in

g:
• 

in
te

gr
at

ed
 d

is
tr

ib
ut

ed
 p

ow
er

;
• 

 sc
al

ab
le

 p
ow

er
 g

rid
s 

w
ith

 t
he

 
ca

pa
bi

lit
y 

to
 

co
nn

ec
t 

di
ffe

re
nt

 
po

w
er

 s
ou

rc
es

;
• 

 ha
rd

en
ed

 
fo

r 
op

er
at

in
g 

in
 

ha
rs

h 
cr

is
is

 
m

an
ag

em
en

t 
en

vi
ro

nm
en

ts
;

• 
 in

te
llig

en
t 

po
w

er
 

m
an

ag
em

en
t

to
 

pr
io

rit
is

e 
su

pp
ly

 
—

 
co

m
m

un
ic

at
io

ns
, 

co
m

m
an

d 
an

d 
co

nt
ro

l, 
m

ed
ic

al
 

fa
ci

lit
ie

s,
 

pu
m

ps
, e

tc
.

De
ve

lo
p 

co
m

m
on

 
op

er
at

io
na

l 
co

n-
ce

pt
s 

an
d 

pr
oc

ed
ur

es
 

to
 

fa
ci

lit
at

e 
in

te
ro

pe
ra

bi
lit

y 
an

d 
ef

fe
ct

iv
en

es
s 

in
cl

ud
in

g:
• 

le
ss

on
s 

le
ar

ne
d 

—
 

co
ve

rin
g 

kn
ow

le
dg

e 
an

d 
ex

pe
rie

nc
e 

—
 p

os
i-

tiv
e 

or
 n

eg
at

iv
e 

—
 d

er
iv

ed
 f

ro
m

 
ac

tu
al

 in
ci

de
nt

s;
• 

be
st

 p
ra

ct
ic

es
 —

 c
ov

er
in

g 
pr

oc
e-

du
re

s,
 

go
od

 
id

ea
s,

 
or

 
so

lu
tio

ns
 

th
at

 h
av

e 
ev

ol
ve

d 
an

d 
sh

ou
ld

 b
e 

re
gu

la
rly

 
up

da
te

d 
fro

m
 

ac
tu

al
 

ex
pe

rie
nc

e;
• 

pr
od

uc
tio

n 
of

 
op

er
at

in
g 

m
an

ua
ls

 
su

bj
ec

t t
o 

re
gu

la
r 

m
od

ifi 
ca

tio
n.

Outcome

Po
rt

fo
lio

 
of

 
ne

tw
or

k 
en

ab
le

d 
ca

pa
bi

lit
ie

s 
to

 
pr

ov
id

e 
a 

st
ep

 
ch

an
ge

 im
pr

ov
em

en
t 

in
 t

he
 e

ffe
c-

tiv
en

es
s 

an
d 

ef
fi c

ie
nc

y 
of

 e
m

er
-

ge
nc

y 
cr

is
is

 m
an

ag
em

en
t

In
te

gr
at

ed
 

pr
ot

ec
tio

n 
sy

st
em

s,
 

eq
ui

pm
en

t,
 

pr
oc

ed
ur

es
 

an
d 

tr
ai

ni
ng

 m
et

ho
ds

 t
o 

im
pr

ov
e 

th
e 

pe
rf

or
m

an
ce

 a
nd

 s
ec

ur
ity

 o
f 

fi r
st

 
re

sp
on

de
rs

. 

A 
co

m
pa

tib
le

, 
ef

fe
ct

iv
e 

an
d 

ef
fi c

ie
nt

 
se

t 
of

 
sy

st
em

s 
an

d 
eq

ui
pm

en
t 

fo
r 

th
e 

lo
ca

tio
n 

an
d 

re
sc

ue
 

of
 

vi
ct

im
s 

in
 

CB
RN

E 
or

 
na

tu
ra

l d
is

as
te

r 
en

vi
ro

nm
en

ts
.

An
 

in
te

gr
at

ed
 

m
ob

ile
 

ra
pi

dl
y 

de
pl

oy
ab

le
 m

ic
ro

-p
ow

er
 g

rid
 a

nd
 

in
te

llig
en

t 
po

w
er

 
m

an
ag

em
en

t 
sy

st
em

.

Cr
is

is
 

m
an

ag
em

en
t 

ha
nd

bo
ok

 
of

 
st

an
da

rd
is

ed
 

an
d 

co
m

pr
eh

en
si

ve
 

op
er

at
in

g 
pr

oc
ed

ur
es

. 
Su

pp
or

tin
g 

po
rt

al
 fo

r 
be

st
 p

ra
ct

ic
e 

ex
ch

an
ge

.

Ta
bl

e 
5:

 R
es

to
rin

g 
se

cu
rit

y 
in

 c
as

e 
of

 c
ris

is
 —

 In
te

gr
at

ed
 p

ro
je

ct
s

European Security Research – Restoring security in case of crisis



42

Linkages/enablers/constraints
Much of the research proposed within the 
security and society section (page 54) of the 
report has direct relevance to this mission. 
In particular, the most effective manner for 
authorities to communicate with citizens 
and communities before, and during, a crisis 
as well as the key role to be played by the 
media. All research activities proposed under 
‘understanding organisational structures 
and cultures of public users’ also has direct 
relevance to an effective and effi cient crisis 
management response. 

Standardised and interoperable equipment for 
fi rst responders is essential. As assessment 
of the current status in Europe shows much 
more needs to be done, in particular to 
integrate wired and wireless communication 
systems. Communication systems are of 
vital importance to fi rst responders  which
must be able to seamlessly and dynamically
interconnect multiple agency users, who have 
multiple functions, and multiple information 
and communications technology systems. The 
projects ‘Network enabled command and control’ 
and ‘First responder of the future’ aim to address 
this shortfall. The Committee of European 
Standardisation will have a key role to play in 
this respect. 

Sensor information and accurate global 
positioning are necessary ingredients in 
building situational awareness for timely and 
effective command and control, and for the 
monitoring of resources and personnel and 
communication relay. In this respect, the 
global monitoring for environment and 
security (GMES) services offer an effective tool 
to both national and European crisis management 
authorities.

The report earlier highlighted that much of the 
research and thought in the crisis management 
area will involve practical experiences and 
analytical skills to establish and construct 
the organisation, concepts and operating 
procedures. There is of course already much 
work done nationally, and this should not be 
reinvented. Advantage should be taken of the 

networking and transparency mechanisms 
proposed in the coordination (page 57) 
and innovation sections of the report (page 71). 
The aim should be to exchange best 
practice, standardise operating procedures 
and equipment and perhaps, in time, develop 
poles of excellence for key crisis management 
activities. The ‘European crisis management 
training’ integrated project will be the fi rst step 
in this direction. 

The integrated projects identifi ed earlier aim 
to address specifi c crisis management needs, 
but represent building blocks towards the 
larger demonstration programmes identifi ed 
in Section 2.2. The demonstration programmes 
entitled ‘Aftermath crisis management system’ 
and ‘CBRNE’ have the highest relevance to the 
crisis management mission.
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FUNCTIONS CAPABILITIES (major) TECHNOLOGIES (major)MISSION

Restoring security 
in case of crisis

Doctrine and operations/
Training and exercises

Tasks, responsibilities and organisation. Establish international/ national/ regional 
headquarters and Leadership Chain, Organisational interoperability (cross 
organisation and cross boundary) – procedures and responsibilities

Contingency plans/ concepts/ operating procedure. 

Information exchange platform for best practices

Develop training, education and simulation facilities. 

Education and training for people (e.g. Crisis managers, 
fi rst responders, resource directors, citizens)

Operational cooperation through developing 
interchangeable capability units

l

l

l

l

l

l

Operational Analysis tools 
and techniques
Task analysis modelling and 
scenario analysis
Infrastructure to Support 
Information Management & 
Dissemination
Evacuation and consequence 
management techniques
Individual and team training
Advanced Human behaviour 
modelling and simulation
Mission simulation
Skills training systems
Tactical/Crew training systems

ü

ü

ü

ü

ü
ü

ü
ü
ü

Command 
and Control/

Information management/
Communication

Develop 
common 

operational picture between 
departments, nations, fi rst responders 

etc.

Warning and Alerting and response coordination: communication, 
message and information exchange at all levels (local, regional, national, 

international, EC) 

Intelligent decision support

Robust and reliable (secure when necessary) communication and 
message exchange at all levels. 

Interoperability of data, systems, tools and equipment

Public information: Develop a media strategy for dealing 
with large scale incidents utilizing 

the full spectra of media coverage. 

l

l

l

l

l

l

Communications 
network management and 

control equipment, network supervisor
Optimisation, Planning & Decision Support 

systems
Human factors in the decision process

Infrastructure to Support Information Management 
& Dissemination

Web and language technologies

ü

ü

ü
ü

ü

Incident 
response/

Intervention and 
neutralisation

Personal 
equipment (e.g. 

for fi rst responders)

Emergency medical care in 
all phases: application by fi rst 

responders and medical teams 
included security zones, transport and 

hospital transfer.

Emergency equipment: Emergency Power 
Generation, Temporary shelters, Specialist 

rescue equipment 

Neutralization of devices/effects: containment 
(limitation) of effects of terrorist device on the environment, 

including explosives, CBRN and fi rearms 
by isolation, shielding etc..

Basic service restoration (e.g. energy, water, 
communication), business continuity, domestic/

environmental normality.

Decontamination: Water Purifi cation/ 
de-pollution sites and large areas/ 

decontamination of people, 
large area.

l

l

l

l

l

l

Smart 
clothes and 

equipments 
Decontamination techniques 

Biological technologies for biological and 
medical countermeasures

Human survivability, protection and stress effects

ü

ü
ü

ü

Information 
acquisition – UAVs/
Dedicated platforms/
Remote/ Balloons and 

satellite 

Rapid and fl exible mapping 
production. 

Scenario development & 
modelling for hazard prediction and 
contingency planning

Integrated sensor fusion

l

l

l

l

Situation 
awareness 
and 
assessment 
(surveillance)/
Risk assessment, 
modelling and 
simulation

Apt 
models (e.g. 

atmospheric dispersion or 
epidemiological models) to support 

preparedness exercises and actual crisis 
response

Data collection/data classifi cation 
Advanced image and geo-spatial analysis technologies
Image/pattern processing technology 

Information fusion technology 
Data and information management technology 

Prediction of mass behaviour
Optimisation, planning and decision support systems

ü

ü
ü
ü
ü
ü
ü
ü

Detec-
tion, 
identifi -
cation and 
authentica-
tion/Posi-
tioning and 
localisation

Detection of 
people (i.e. 
wounded, buried 
alive)

Detection of ill and/or 
infectious people (fever, 
infection, behaviour, 
etc.)

Detection and identifi cation of 
dangerous materials – 
drugs, explosives, Viri, CBRN 

Tracking of containers/goods/ 
aid relief in wide open areas 

Land wide area – positioning and 
tracking of personnel movements, 
emergency service in wide areas 
relatively uncluttered but over 
diffi cult terrain

l

l

l

l

l

Sensor technologies
Navigation technologies
CBRN sensor, in particular biological and chemical 
threat detection technologies
Chemical and biological detection techniques
Explosive detection sensors 

ü
ü
ü

ü
ü

Figure 6

Restoring 
security 
in case of crisis
– overview diagram of the 
main functions, capabilities 
and technologies
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Integration, connectivity 
and interoperability

For each of the four mission areas integration, 
connectivity and interoperability plays a very 
specifi c enabling role both within, and between, 
missions. The purpose of this section is to draw 
attention to, and in some instances expand 
upon, those common issues of importance 
mentioned within the mission areas. For ease 
of readability, they have been grouped into 
three areas — information representation, 
interoperable secure communications 
and access control and authentication. In 
each standardisation, both European and 
international, is likely to play a key role. 

Information representation

The monitoring of threats, events or critical 
infrastructures produces a wide range of 
information in the form of data which is 
subject, in many instances, to coding against 
a particular data format. Such data is carried 
across different networks using various 
technologies. There is a pressing need to defi ne 
common standardised data formats to ensure 
information coding permits data exchange between 
people and systems. 

It is, however, impractical, and therefore 
unlikely, that large amounts of data would be 
retrospectively codifi ed against a common 
standard for interoperable representation 
of the information (e.g. common formats, 
common data model) or even against a common 
language with the diffi culties of achieving a 
common understanding of nomenclatures 
across the EU. A more practical approach 
would be to adopt a common interchange 
standard for data, either bilaterally between 
stakeholders or preferably for the EU as a 
whole. Gateways and/or translator units would 
be used as necessary to convert formats and 
protocols as required. 

Such translators and gateways, where 
information is formatted in a structured manner, 
require common data models in order to 
simplify and automate the translation process. 
Research into how semantic interoperability 
could be defi ned and applied would be valuable. 
Their defi nition will, however, be challenging 
since more than 80 % of the world’s database 

content is in unstructured largely textual 
format. The benefi ts are, however, clear. 
Commonly formatted data strongly lends itself 
to the application of data fusion, data mining and 
information processing techniques — releasing 
and combining the relevant data would provide a 
signifi cant improvement to situation awareness 
across all relevant stakeholders. The following 
technologies were identifi ed in support of this 
capability:

network and protocol independent secured 
communications;
protocol technologies;
data and information management 
technology (databases, etc.);
COTS software assessment;
communications network management and 
control equipment, network supervisor;
infrastructure to support information 
man agement and dissemination.

Interoperable secure communications

In terms of interoperability, the ability to rely 
on interoperable communication mechanisms 
is a key basic enabler across all missions. The 
ability to exchange voice and data on demand, 
in real time, when needed and to command and 
control resources across a range of situations 
and departments is essential. Great progress 
has been made, but there is much more work to 
be done. Across Europe there are still too many 
situations where the various stakeholders, or 
different services within countries, make use of 
communication mechanisms that are not end-
to-end interoperable. Addressing this issue is 
critically important and can be achieved in two 
ways. First is the development of appropriate 
communication gateways that support the 
various necessary communication protocols 
and translate from one to another. Second, the 
development of new technologies that can be 
widely adopted in a migration phase from the 
current mechanisms to the new ones, over the 
longer term. 

End-to-end interoperable communications is 
the basic foundation for robust and effective 
communication between departments but, in 
some instances, departments must also ensure 
that those communications are secured. This 

•

•
•

•
•

•
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applies to the communication infrastructure 
itself and the information /data fl ows. Security 
mechanisms will need to be developed and 
deployed on top of the existing communication 
infrastructure to ensure end-to-end, network 
independent and secured communications. 
The protection of the communications 
infrastructure and the challenges linked to 
the integrity of the infrastructure components 
and its management will be key aspects to 
consider.

The following technologies were identifi ed in 
support of this capability:

protocol technologies;
communications network management and 
control equipment, network supervisor;
information security;
SW architectures;
network and protocol independent secured 
communications;
software-defi ned radio;
communication and CIS security equipment;
infrastructure to support information 
man agement and dissemination;
human factors in the decision process;
access control;
encryption, encryption technologies 
(cryp tography) and key management;
mobile secured communications;
high integrity and safety critical computing.

Access control and authentication

One of the frequent references, across all 
mission areas, is the importance of access 
control to facilities, areas, systems and 
information. At the heart of access control is 
an inherent trust between the parties. 
Robust access control and authentication models 
are required for the sharing and exchange 
of information, particularly those relating to 
sensitive data.

Controlling access requires the identifi cation 
of the accessing entity and thereafter positive 
confi rmation that the claimed identity is correct 
(i.e. authentication). For this reason access 
control and authentication need to be closely 

•
•

•
•
•

•
•
•

•
•
•

•
•

linked in deployed solutions. Speed is the 
driving factor for authentication and information 
management techniques, database design and 
high speed communication bandwidths will all 
fi gure strongly in fi nal solutions. Authentication 
speed is also affected by the chosen method 
of identifi cation which varies considerably 
depending on the entity requesting access — 
be that an individual, system or application. 
Each will have different requirements affecting 
their technological solutions and consequently 
affect interoperability and design parameters. 

By way of example biometrics is viewed today, 
and increasingly so, as the solution of choice 
for the identifi cation and authentication for 
individuals. For widespread deployment of 
biometric-based solutions for identifi cation 
and authentication interoperability between 
biometric data readers and their corresponding 
authentication databases is of critical 
importance. 

The following technologies were identifi ed in 
support of this capability:

effective and easy-to-use biometric 
tech nologies (e.g. facial recognition, iris/retina, 
fi ngerprint, etc.);
two-factor authentication technologies for 
IT and network access;
distributed trust models and technologies;
access control models and technologies for 
distributed environments.

•

•

•
•
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Detection, identifi cation and authentication

Intervention and neutralisation

Risk assessment, modelling 
and impact reduction

Situation awareness

Training and exercises

Command and control

Communication

Doctrine and operations

Incident response

Information management

Positioning and localisation

Table 6 — High frequency multi-mission capabilit

Capabilities and 
technologies

The mission-oriented sections describe the required 
capabilities and technologies to meet the most 
pressing security needs. These are a combination 
of both mission-specifi c and multi-mission entries 
which allow the mission requirements to be read in 
a stand-alone manner. 

In order to gain an insight into the required 
multi-mission capabilities these have been 
extracted from each of the missions and are 
presented in Table 6. Clearly, they do not 
represent an exhaustive view of all multi-
mission capabilities but rather a fi ltered list of 
the most frequently requested entries across 
the 11 functional groupings. 

Similarly an appreciation of the most important 
technology areas is presented in Table 7, taking 
an overview across all missions and mapping 
the technologies proposed against the broad 
technology taxonomy domains. On average the 
four highest priority technologies per domain 
have been identifi ed with the list descending in 
priority order. 

It is unsurprising to see information and 
communication technologies fi guring so 
highly in the table. Technologies for gathering, 
storing, processing, displaying, using, 
communicating, and managing information — 
sensory, temporal, geographic, environmental, 
situational, status — are becoming pervasive 
and are revolutionising the manner in which 
organisations (both public and private) are 
able to address their security needs. With 
respect to these transversal technologies 
the report aims to register their relevance to 
the security programme without seeking to 
necessarily develop them through the future 
security research programme. They represent 
key technologies required to be integrated into 
various systems in order to deliver security 
mission requirements. These technologies 
should therefore act as a key reference source 
to other programme constructors at European, 
national and industrial levels. 
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Detection of explosives, weapons, drugs, dangerous goods (CBRN), platforms, living beings

Detection of abnormal behaviour of living beings, platforms

Access control via biometric identifi cation and authentication

Incapacitating platforms, individuals and weapons

Isolating individuals, and groups of individuals, through proactive and preventative crowd control

Neutralising the effects of a CBRNE incident

Threat assessment modelling

Risk assessment and response models, for complex or integrated infrastructures and services.

Modelling of the modus operandi of organised crime and terrorism

Collecting or extracting data and fi nding patterns and correlations to indicate a specifi c hazard

Presentation of data in manner which aids human decision-making processes

Continuous capture of surveillance data including from remote platforms

Improve front line skill levels through training initiatives such as scenario and situation modelling, computer aided training, and 
simulation

Improve Education of citizens on the manner in which to behave in case of crisis

Test and audit of front line staff and facilities

Common operational picture shareable between all stakeholders via robust command and control systems, mechanisms and 
tools

Information management — public information broadcasts/media

Alerting and broadcasting of abnormal behaviour in a timely, consistent and directive manner

Tools and systems to facilitate intelligent decision support 

Physical integration of command, control and communication equipment and interface with portable platforms

End-to-end interoperable secure communication infrastructure and services

Fixed and mobile terminal and network access control via user authentication

Assess and realise back-up or redundancy capacity for selected infrastructures and services

Produce customised contingency recovery plans for institutions and major strategic facilities

Develop guidelines and procedures for designing, monitoring and responding to man made or natural disaster incidents 

Decontamination of individuals, platforms and infrastructures post attack

Personal protection and equipment for fi rst responders and civilians 

Forensics for faster trace testing of chemicals, explosives CBRN on humans and objects. 

Basic service restoration and robust business continuity systems

Capabilities to provide data fusion/data mining/automatic information processing 

Ability to interrogate unstructured database repositories

Semantics and topology development to facilitate data exchange

Identifi cation, localisation and tracking of platforms, goods, containers, people, emergency services and inventories

Observation of individuals through sub terrain, debris and fi xed structures 

ties
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Table 7 — Priority technology areas by technology domain

Technology domain Priority technology areas

Signal & information 
technologies 

Data fusion techniques, data collection/data classifi cation, image/pattern processing technology, 
information fusion technology, data and information management technology (DB, etc.)

Artifi cial intelligence and 
decision support

Text-mining/data-mining, IKBS/AI/expert techniques, knowledge management, modeling and simulation, 
optimisation and decision support technology

Sensor equipment Cameras, radar sensor equipment, NRBC sensors (in particular biological and chemical threat detection 
technologies), passive IR sensors equipments

Sensor technologies Hyperspectral/multispectral sensors, hyperspectral/multispectral processing, autonomous small 
sensors/smart dust technolologies, IR sensor technologies, Terahertz sensors, optical sensors 
technologies, acoustic sensors — passive

Communication equipment Reconfi gurable communications, mobile secured communications, communications network 
management and control equipment, network supervisor, network and protocol independent 
secured communications, information security, secured, wireless broadband data links for secured 
communications, protection of communication networks against harsh environment

Human sciences Human behaviour analysis and modeling, population behaviour, human factors in the decision process, 
teams, organisations and cultures

Information security 
technologies

Encryption and key management, data-mining, access control, fi ltering technologies, authentication 
technologies, encryption technologies (cryptography) 

Computing technologies Protocol technology, SW architectures, secure computing techniques, high performance computing, 
high integrity and safety critical computing, software engineering

Information warfare/intel-
ligence systems

Infrastructure to support information management and dissemination, cyber security policy 
management tools, optimisation, planning and decision support systems 

Scenario and decision 
simulation 

Impact analysis concepts and impact reduction, advanced human behaviour modeling and simulation, 
simulation for decision making (real time simulation), structures vulnerability prediction, evacuation and 
consequence management techniques, mission simulation

Information systems Infrastructure to support information management and dissemination, cyber security policy 
management tools, optimisation, planning and decision support systems

Navigation, guidance, con-
trol and tracking 

RFID tags, tracking, GPS, radionavigation, direction fi nding and map guidance, bar code based tracing

Forensic technologies 
— biometry

Fingerprints recognition (digital fi ngerprints), facial recognition, iris/retina, voice, handwriting, signature 
reconnaissance 

Integrated platforms UAVs (air/land/sea), lighter than air platforms, surveillance and navigation satellites

Survivability and hardening 
technology

EMC evaluation and hardening, smart clothes and equipment, anti-blast glasses/concretes, etc., critical 
buildings specifi c architectures, blast and shock effects

Electronic authentication Electronic tagging systems, smart cards

Biotechnology Rapid analysis of biological agents and of human susceptibility to diseases and toxicants, 
decontamination techniques, water testing and purifi cation techniques, food testing and control 
techniques

Simulators, trainers and 
synthetic environments

Virtual and augmented reality, tactical/crew training systems, command and staff training systems, 
synthetic environments

Chemical, biological and 
medical materials

Chemical and biological detection techniques

Signal protection (warfare) Non-cooperative target recognition, geographic information systems

Space systems Earth observation (image and communications)

Light and strong materials, 
coatings, …

Light materials for human protection, smart textiles, light materials for site protection, self-protective 
and explosive resistant material technology, surfaces treatments for improvement of life duration, 
corrosion reduction

Energy generation storage 
and distribution

Electrical generators, electrical batteries, energy distribution
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Demonstration programmes

The methodology section (page 18) describes, 
through three paths, the type of research 
which should be conducted. The third of these 
paths, systems of systems demonstration, 
aims at integrating a number of systems to 
achieve multi-mission objectives. In a certain 
sense these multi-mission systems of systems 
programmes could be viewed as European 
fl agships providing a federative frame to 
coalesce research in areas of signifi cant 
European interest. 

Their successful achievement will depend on the 
compatible, complementary and interoperable 
development of the requisite system and 
technology ‘building blocks’, some of which 
will themselves add value to many demonstration 
programmes. Many of the projects proposed 
in the mission sections show a clear link with the 
overarching demonstration programmes and are 
the fi rst steps in addressing the required ‘building 
blocks’.

So as to ensure that each demonstration 
programme is clearly described in terms of 
the required capability and system ‘building blocks’, 
ESRAB recommends a support activity be 
awarded to defi ne the strategic roadmaps 
required for each of the demonstration 
programmes. Such roadmaps should take into 
account completed, ongoing and planned work 
in each area and lay out, in a coherent and clear 
manner, the further work required. 

The following demonstration programmes are 
proposed:

Aftermath Crisis management system

Scope 
Large-scale incidents require a coordinated 
response from crisis managers and fi rst 
responders from different agencies across 
the EU and with resources from all levels of 
government. A common operational picture, 
well trained and equipped teams, secure 
communications, and fl exibility in planning/
executing crisis management missions (man 
made and natural) are the underpinnings. 
Equipment and systems developed in 
the CBRNE programme, in particular for 
decontamination, should be leveraged. 

Improvement and demonstration areas
Interoperable secure communication systems 
based on software defi ned solutions 
Robust and scaleable situational aware-
ness systems that combine and integrate, 
in real time, data from different systems to 
improve decision-making 
Network enabled capabilities and decision sup-
port for shared command and control 
Comprehensive logistic and resource 
planning systems to enable a rapid response, 
inside and outside the EU
Robust, lightweight and mobile search and res-
cue systems for all situations
Portfolio of solutions for interagency/
international training, exercises and best 
practice exchange based on realistic modelling 
and simulation tools
Development and adaptation of national 
and international operating procedures and 
organisational structures to a common or 
interoperable crisis management system
Rapid post incident systems to restore basic 
services (energy, transport, telecoms).

Outcome
An integrated and scaleable crisis management 
system capable of providing comprehensive 
situational awareness to decision-makers to 
ensure a timely, coordinated and effective 
response to large-scale disasters both inside 
and outside the EU.

•

•

•

•

•

•

•

•
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European-wide integrated 
border control system

Scope
In the fi ght against terrorism and organised 
crime the security of Europe’s external borders 
is essential. An integrated border management 
system encompassing surveillance, monitoring, 
identity management, and advanced training 
methods/tools is required. It should link 
strongly with the demonstration programmes 
of ‘CBRNE’ and ‘Logistic and supply chain 
security’.

Improvement and demonstration areas
Surveillance systems to improve situational 
awareness and detect anomalous behaviour 
of people and platforms (vehicles, boats, 
aircraft)
Identity management systems including 
documentation, equipment and supporting 
databases to accurately identify and 
authen ticate individuals, goods and platforms
Information management systems to fuse 
data from disparate systems (identity 
management, intelligence, etc.) in order to 
improve decision-making
Secure communication systems for 
improved cooperation between national and 
international border control authorities 
Positioning and localisation systems to track 
and trace individuals, goods and platforms 
Advanced training methods, tools and 
systems based on true representation 
simula tion systems
Improved architectures, processes and 
systems for border security including extend -
ing the legal borders to departure points 
outside of the EU perimeter

Outcome
A comprehensive and integrated border 
management system capable of providing 
concentric layers of protection from pre-entry 
control measures to cooperation inside, and 
between, Member States. To be effective, 
widespread deployment is required, for which 
innovative business models will be needed.

•

•

•

•

•

•

•

Logistic and supply chain security

Scope 
Supply chains are the backbone to Europe’s 
economy. They involve numerous manufacturers, 
logistic nodes, operators, platforms and 
checkpoints. Their security will require an 
integrated approach to risk assessment, 
product traceability, secure exchange of 
goods between nations and across operators 
and the fast but effective screening of goods 
and platforms. The programme has strong 
linkages to the integrated border management 
demonstration programme.

Improvement and demonstration areas
Supply chain risk assessment systems and sec-
tor-specifi c models to ascertain weaknesses 
and appropriate mitigation measures 
Product traceability systems covering 
manufacturing to end-user
Secure, compatible and interoperable 
information transfer system for shipment of 
goods 
Secure exchange of goods, platforms and 
containers between operators (intermodal 
transport security)
Inspection systems for goods and packaging, 
including smart container solutions
Authentication systems for goods and 
operators 
Modernisation of customs procedures to 
facilitate further the free movement of 
individuals, operators, goods, and platforms 
Intelligence of shipped products for pre-
screening; content and inventory monitoring
Protection of supply chain infrastructure 
including strengthening interdependency 
linkages. 

Outcome
An effi cient, reliable, resilient and secure 
network of supply chains that guarantees the 
security of the goods produced and transported 
whilst having minimal impact, in terms of 
cost and time, on commercial operators and 
enterprises. 

•

•

•

•

•

•

•

•

•
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Security of mass transportation

Scope
Mass transport is of prime economic and 
strategic importance for Europe. A large 
demonstration programme to secure transport 
networks, nodes and platforms is required. 
Prevention through improved surveillance 
and detection systems should be augmented 
with post event analysis systems and threat 
neutralisation systems and capabilities. 

Improvement and demonstration areas
Surveillance systems designed to meet 
specifi c requirements for mass transportation 
networks, transfer nodes and platform interiors
Interoperability of different surveillance 
 systems managed by different operators 
and/or between different EU countries
Comprehensive threat detection systems 
fusing data across diverse and distributed 
networks and analysing threats via spatial/
pattern recognition techniques. Detecting, 
tracking and tracing individuals, crowds and 
objects within, and across, transport systems
Post-event situation analysis systems capa-
ble of rapidly accessing and piecing together 
different multimedia and digital data to re-enact 
a sequence of events 
Common operational picture integrating 
and displaying data from a diverse set of 
sources on optimised man machine inter-
faces utilising intelligence based alarm 
management
Neutralisation and containment systems for 
attack avoidance, suppression or nullifi cation.

Outcome
A consistent and integrated suite of mass 
transportation security systems taking 
into account the specifi c requirements for 
each sector and the particular cross-border 
dimension of mass transport. Interoperability 
requirements will drive standardisation in this 
area.

•

•

•

•

•

•

CBRNE 

Scope
CBRNE will require an integrated approach 
to threat assessment and consequence 
modelling, detection and identifi cation of 
agents and devices, incident management 
tools, infrastructure protection mechanisms for 
individuals and environments, decontamination 
processes/techniques and medical care. 

Improvement and demonstration areas
Affordable networked sensor systems for 
CBRNE alerting and detection
Rapid identifi cation sensor equipment and 
systems for CBRNE and precursor chemicals
Integrated monitoring system of CBRNE 
sensors combined with a monitoring 
system that traces and tracks people, goods 
and platforms
Development of portfolio of real-time 
spread prediction models capable of 
integration into existing command and control 
environments
Integration of CBRNE monitoring networks 
in existing sensor, transaction and distribution 
networks
Protection measures, systems and processes 
for infrastructure and civilian populations.
Decontamination systems and methods 
applicable to civilian environments
The development of large-scale pre and 
post incident medical care.

Outcome
A consistent portfolio of counter measures 
for CBRNE along the phases from prevention 
to response and recovery. Interoperable and 
mobile solutions will signifi cantly lower unit 
cost whilst international cooperation, and 
multiple domain application, offer strong 
multipliers for success. 

•

•

•

•

•

•

•

•
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Technology

Human Organisation

Security

While seeking effective measures to provide 
security for its citizens, the European Union 
and its Member States must be cognisant that 
security, whilst very important, is just one of 
the societal values in Europe which must be 
balanced against others. As members of the 
EU, the Member States have all signed up to 
the European Convention of Human Rights and 
promoting the values of human dignity, freedom, 
democracy, equality, the rule of law and respect 
for human and minority rights. The political 
challenge is, and will continue to be, striking 
a socially acceptable balance between these 
different values which will need to take account 
of variances between countries, circumstances 
and the development of threats and their 
perceptions. 

Technology is an important tool in preventing, 
responding, managing and mitigating potential 
threats to European societies. However, as the 
GoP report highlighted, security technologies 
are only part of the effective response to security 
threats and security challenges and must be 
applied in combination with organisational 
processes and human intervention — themselves 
based on the shared European values outlined 
above. 

As Figure 7 shows, changes in one leg of the 
security triangle has consequences for the other 
two. By way of example, new technology 
will inevitably lead to changes in how we 
organise activities and how humans react 
to uncertain situations. On the other hand, the 

effectiveness and legitimacy of technology will 
depend on the human activity that is associated 
with its use. The overall system is only as robust 
as its weakest link, and in meeting security 
needs, human and organisational aspects have 
proven themselves, on frequent occasion, to be 
the weakest links. It is therefore recommended 
that, where appropriate, technical research and 
development projects awarded under the future 
security research programme should be evaluated 
against the criteria of how well they take into 
account the triangle of mutual dependency of 
technology, organisational dynamics and human 
limitations. 

Noteworthy is the fact that the human aspect, 
in particular, will mandate that a single ‘one 
size fi ts all’ European solution cannot be made 
to work. Europe is a collection of 450 million 
people spread across 25 nations each with their 
own rich tapestry of history, experience and 
approaches to life. This aspect in particular has 
been an underlying assumption running across 
the areas identifi ed for research. Technological 
research and development must therefore be 
strengthened, and when appropriate integrated, 
with research into political, social and human 
sciences. Five areas are identifi ed: citizens and 
security, understanding organisational structures 
and cultures of public users, foresight scenarios 
and security as an evolving concept, security 
economics and ethics and justice. Only with due 
respect to these factors will European security 
research be sure to lead to solutions adaptable 
to European diversity. Furthermore, such ability to 

deliver security solutions adaptable 
to diverse cultural and institutional 
settings may also become a key 
success factor for European exports.

The following section outlines the 
required research to be undertaken 
in support of each of the key areas 
identifi ed. It uses as its foundation the 
security research defi nition defi ned 
on page 18 and therefore does 
not address research into the ‘root 
causes’ of insecurity which is already 
foreseen to be undertaken within 
the ‘Socioeconomic sciences and the 
humanities’ thematic area of FP7.

Figure 7 – Triangle of mutual dependency
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Citizens and security

Enhancing security of the European citizen 
is at the very core of European security 
research. Therefore, it is important to consider 
the particular relationship between citizens 
and their security and its impact on research 
priorities. From this perspective, the key issues 
to be addressed include citizens’ perception 
of security and insecurity, communication 
and instructions between authorities and 
citizens in crisis and normal situations, and 
fi nally understanding terrorist behaviour, 
radicalisation and recruitment in EU Member 
States.

These topics are important to be addressed 
within the European Security research in 
order to ensure that the selected policies 
and security technologies are responsive to 
the needs of citizens and that they create 
security approaches rooted, and accepted, by 
society and its citizens. Deeper knowledge with 
respect to the individual citizen’s and public 
perception of security and insecurity helps in 
the selection of the appropriate technology 
and other measures, leads to a higher level of 
perceived security and fosters the emergence 
of a European security culture. 

Research into improving the understanding of 
people’s behaviour in both crisis and normal 
situations and how to best tailor security related 
communication and instructions are important 
to improve amongst other evacuation and 
protection activities. If governments have the 
ability to communicate risk, threats and security 
measures in a focussed and optimised way, 
then citizens are more likely to take coherent, correct 
and timely action. Fundamental to this process 
is the understanding of the behaviour of people, 
crowds and communities in both normal and crisis 
situations. Major incidents will involve people from 
differing faith, religious and cultural backgrounds 
from the survivors, casualties, deceased victims and 
bereaved families to workers, fi rst responders and 
affected communities. Responsible agencies 
must ensure that due consideration is given to 
their specifi c needs at the appropriate time. 

Researching and profi ling terrorist behaviour is 
vital in the long-term prevention of terrorism, 
terrorist activity and the anticipation 

of potential risks and threats. The risk of 
radicalisation, and consequent recruitment, of 
individuals from local communities is forcing 
many governments to re-evaluate not only their 
approaches to security, but also their policies 
in foreign affairs, education, housing, and 
other social issues. A deeper understanding of 
the issues affecting radicalisation, the process 
of recruitment, and complex motivations of 
terrorists may facilitate effective counter-
measures.

There is an obvious link between the above 
research topics and the technology mission 
areas. The behaviour of individuals and 
crowds in crisis situations and communication 
of security advice, relates strongly to crisis 
management (page 39) whilst understanding 
terrorist behaviour and radicalisation has a 
strong link to protection against terrorism and 
organised crime (page 29).

Recommended research topics

Understanding issues associated 
with radicalisation (including social 
disintegration), terrorist behaviour 
and motivationfor terrorist acts.

Human behaviour before, during 
and after crisis situations to under-
stand how people react to threat 
alerts and security instructions.

Understanding factors that cause 
citizens’ feeling of security and 
insecurity and the method to determine it.

Communication strategies of public 
authorities (including media strategies) 
before, during and after crises concerning 
risks, security threats and measures. 

Signs of ‘early warning’ to detect trends 
and weak signals in social polarisa-
tion, radicalisation development and 
segreation, etc. 

•

•

•

•

•

European Security Research – Security and society



5757

S
ection 3

Understanding organisational 
structures and cultures of 
public users 
The results of European security research 
will be taken up by numerous private and 
public end-users and hence research and 
technology development projects should 
be oriented to meet their specifi c needs in 
terms of applicability, user friendliness and 
affordability. To successfully integrate end-
users into research and development of security 
technologies requires an understanding of the 
organisational structures and distinct cultures 
of public user organisations, which are 
numerous, complex and diverse. Theoretically 
driven empirical research should therefore be 
directed towards the ‘human’ and ‘organisation’ 
legs of the mutual dependency triangle in 
terms of analysing the consequences on 
the political, institutional, organisational and 
human elements underpinning technology-
based security policies and programmes. 
In addition, supporting activities are needed 
to bolster the end-user perspective in these 
publicly funded innovations and the proposed 
creation of the European security research 
network, as outlined on page 68, is a positive 
step in this direction.

A European capacity to handle civil security 
and safety issues builds primarily upon the 
resources and mandates of the Member States. 
In order to achieve an effective joint capability 
in this area, the distinct national systems 
must be interoperable, scaleable and where 
appropriate mobile. This requires addressing 
various institutional design questions in order 
to achieve better connectivity between the 
existing national systems. Work has already 
commenced to this end at European level with 
resources and mandates evolving in support of 
an enhanced European capability. Institutional 
design questions concerning confl icting or 
complementary mandates and resources 
remain additional areas to be addressed. 

Of research importance is the prevalent 
procedures for political accountability and 
democratic control of public services within 
the security arena. This is particularly acute 
as political and judicial commitments are 
fragmented, sectoral and coexist at multiple 
levels of authority. In addition, a number of 

behavioural, organisational and cultural issues 
have impact on the effectiveness of public 
users. National differences, linguistic barriers, 
stovepipe sectoral approaches, organisational 
mandates and professional outlooks create 
numerous obstacles to effective information 
fl ows and to shared situational awareness. 

There is an obvious link between the above 
research topics and the technology mission 
areas. The behavioural, cultural and trans-
boundary interoperability dimensions 
resonate with, and strongly support, the 
crisis management mission area (page 39). 
Furthermore the research undertaken within 
this topic will have a direct impact on the 
development of curriculum for advanced 
security research and training proposed in the 
link to innovation section (page 74).

Recommended research topics

Behavioural, organisational and cultural 
issues to understand public user needs 
including those for joint European action.

Inventories of existing national resources, 
institutional mandates and practices 
across relevant sectors are needed.

Best practices can be identifi ed and 
disseminated across countries. Institutional 
design questions, such as mechanisms 
for democratic accountability, can be 
addressed at national and European levels.

A multidimensional effort is required to 
build a research foundation for a high 
level of multi-organisational and trans-
boundary interoperability.

•

•

•

•
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Foresight, scenarios and 
security as an evolving concept 

Security, dealing with acts perpetrated by 
intentional adversaries or with rare natural or 
man-made accidents with major consequences, 
is a domain where broad qualitative uncertainty 
is relevant even within the most near-sighted 
time horizon. Foresight studies are therefore 
very much needed in the security domain. 

Security research has a clear need for foresight 
by virtue of addressing security challenges. But 
in addition broad qualitative uncertainty — on 
results and on their usefulness — is prevalent 
in all research. Therefore an applied research 
programme in any fi eld without an element of 
foresight at the outset, risks being outdated before 
it is completed.

Foresight studies have the potential to discover 
not only novel threats and technological 
opportunities but also emerging security related 
ethical, cultural and organisational challenges. 
Foresight activities, including the discipline of 
scenario building, can be designed to inform 
systemic risk analysis — but also to inspire public 
debate and to foster shared understanding and 
self-organisation among stakeholders. They 
are designed to identify and deal with emerging 
phenomena. Therefore they provide the most 
promising approach to dealing with security as 
an evolving concept. This is most acute when, 
as the security research programme will need 
to do, one wants to integrate diverse strands 
of work and results in order to guide, orientate 
and structure future research activities. 

When it comes to the rigorous assessment of 
investment alternatives, intended to prevent 
or mitigate insecurities with uncertain and 
potentially catastrophic ramifi cations, there 
are no valid alternatives to foresight based 
approaches (including methodologies like the 
threat scenarios based approaches used in 
defence planning). An important aspect in such 
assessment studies, in addition to fi nancial 
costs, is the trade-off between security 
and other societal objectives such as the right to 
privacy and social cohesion. 

Whilst the focus of the foresight work should 
be targeted specifi cally at security related 
issues, a great deal of valuable foresight work 

will be undertaken both in the ‘Socioeconomic 
sciences and the humanities’ thematic area 
of FP7 and in Member States. In this respect 
it is recommended that, where appropriate, 
results between the two FP7 thematic 
areas are exchanged to improve effi ciency 
and effectiveness. In addition, it is also 
recommended to create a network similar to the 
European Science and Technology Observatory 
(ESTO) to foster security analysis and foresight 
in all Member States.

Recommended research topics

Research in broad societal foresight to 
capture new and emerging threats as 
well as other aspects of security as an 
evolving concept (e.g. ethical and eco-
nomic aspects).

Research on rigorous methodologies 
for assessment of security investments 
and trade-off between security and other 
societal objectives (e.g. privacy and social 
cohesion).

Foresight activities as action research
for inspiring public debate and 
fostering shared understanding and self-
organisation among stakeholders in the 
security domain.

Include focused foresight activities 
addressing specifi c technologies or 
problem areas in technology projects.

•

•

•

•
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Security economics 

Security economics is the analysis of aggregate 
risk facing society and the economy using 
rigorous analytical and empirical economics 
tools. The rise of organised crime and terrorism 
has induced a strong interest in this new social 
science discipline. While the security economy 
is a general policy issue, it is striking that 
the economic analysis of security — and in 
particular its link to the Lisbon agenda — are 
not debated publicly or academically in depth. 

There is a strong need to develop an integrated 
understanding of the multifaceted challenge 
of security while also maintaining rigour in the 
process of analysis and policy advice. Such 
approach can help achieve the balance between 
security and other policy objectives, which a 
singular focus on security and competitiveness 
cannot. Economic theory in particular can offer 
key insights, enabling governments to optimise 
their efforts to enhance security and growth.

Insecurity — and reactions to it — is mainly 
a matter of perception. There is signifi cant 
evidence that the media, consumers and 
producers — and by extension policymakers — 
are poor judges of objective levels of insecurity, 
leading to imperfect security decisions. 
Furthermore, regulatory measures can initiate 
changes in market structures. Analogous to 
environmental regulation which enables fi rms 
to profi tably contribute to ‘green growth’, one 
can think of regulation that stimulates ‘secure 
growth’ by enabling industries for security-
enhancing products or services.

The European capacity for economic analysis 
and for policymaking in this fi eld is weak, 
especially when compared to the United 
States. This is caused by several factors 
notably geographical and subject dispersion. 
To address these causes, it is recommended to 
establish a security economics network starting 
with a small kernel of known individuals 
or organisations and progressively widen 
the community through disseminating new 
research and policy insights emerging from 
European funded research activities. 

Recommended research topics 

Survey the emerging fi eld of European 
security economics research to provide 
an analytical framework for complementary 
research outlined below.

European security indicator: method-
ological research to provide a few 
select indicators of security and security 
policy in Europe measuring the effects of 
both insecurity and security policies on the 
economy.

Public fi nance: studying the scale, 
function and roles of various types of 
government security spending across Europe 
and time. Research to include socio-
economic benefi t delivered by GMES.

Effects of insecurity and security policies:
on individuals, fi rms and transaction costs 
between sectors of the economy. Research 
to include measures and tools to combat 
terrorist fi nancing.

Policy evaluation: implementing scientifi c
evaluations of policy interventions 
in the fi eld of security economics using 
natural or social experiments to isolate 
the effects of interventions, akin to 
research in the medical sciences.

There are obvious links with the ‘Socioeconomic 
sciences and the humanities’ thematic area 
of FP7. In this respect it is recommended that, 
where appropriate, results between the two 
FP7 thematic areas are exchanged to improve 
effi ciency and effectiveness.

•

•

•

•

•
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Ethics and justice

Security technologies, and the government 
policies accompanying them, raise many 
different ethical and legal concerns amongst 
the European citizens. The strength of these 
concerns directly infl uences public support 
and acceptance of both government policies and 
the security technologies themselves. To address 
this issue it is proposed to analyse the wider 
context of government policies and responses 
to security threats. Four main strands emerge 
as relevant: (a) security and privacy, 
protection of individual data and human rights; 
(b) acceptability of security technologies — ethical 
concerns; (c) prioritisation of specifi c security 
threats and the use of resources; (d) how to 
ensure European security while stabilising the 
neighbouring areas. 

Many of the adopted new security measures 
for example in counter-terrorism are associated 
with the potential loss of privacy or infringement 
of liberty. In some EU Member States these 
measures have raised a lively public debate 
on civil liberties and whether these counter 
terrorism measures come at the expense of 
sacrifi cing some of the most cherished civil 
liberties and rights of citizens. 

Furthermore, the use of certain security 
technologies raises different ethical and legal 
concerns, many of which may relate to the 
invasion to privacy, reliability, social exclusion, 
feared damage to humans and environment and 
public regulation problems. The prioritisation of 
threats and the decisions to allocate resources 
are important but also sensitive questions. Part 
of the process assessing the priority of threats 
and specifi c targets to be protected is based on 
value judgements on what is vital for society.

A potential ethical concern is the increasing 
formation of areas of insecurity within Europe 
(suburbs, poverty stricken inner cities) and 
immediately surrounding the EU’s external 
borders. The recent riots in France have 
highlighted the need to make sure that all 
citizens enjoy equal access to societal stability 
and security. The enlargement process has 
highlighted the need to enhance regional 
stability in the EU’s neighbourhood in parallel 
with internal security measures in order to avoid 
new dividing lines.

In a European context, divergent ethical, religious, 
historical and philosophical backgrounds can 
lead to a variety of approaches on ethical and 
legal questions. In security research these 
concerns must be addressed by policymakers and 
the scientifi c community alike. In research projects 
dealing with sensitive issues where ethics and 
justice meet security all relevant actors (lawyers, 
industry, data protection offi cers) must work 
together to achieve a fair and effective balance.

There is an obvious link between the above ethical 
aspects of security technology use (detection, 
identifi cation, and authentication) and the 
protection against terrorism and organised 
crime mission area (page 29) whilst reconciling 
human rights and security has a strong link 
to third pillar cooperation in justice and home 
affairs. Furthermore, avoiding areas of insecurity 
around EU borders should be linked with the EU’s 
neighbourhood policy.

Recommended research topics

How to maintain the proportionality 
between the right to security and civic rights 
and how this is implemented in practice. 
The issue of privacy and security should 
be particularly addressed.

Ethical aspects of security technologies.

Ethical implications of the continuum 
of internal and external security focused
both on the implications for neighbouring
countries and for the internal exclusionary
effects of the evolving security 
technologies and policies.

To review existing codes of conduct, best 
practises, etc. as to the ethical use of 
security technologies and to develop new 
ones where shortfalls exist.

•

•

•

•
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Enablers

Important though the mission capabilities 
and technologies may be, considering them in 
isolation without the requisite enablers, will not 
yield the optimum benefi t for all stakeholders. 
A combined treatment will be essential if the 
substantial fi nancial and human resources to 
be invested are to yield the anticipated returns. 
Ultimately this will be measured by the amount 
of research transformed into new products and 
services to meet citizen’s needs. 

To this end ESRAB has identifi ed three key 
enablers: 

coordination and structuring — aims to 
address the effi ciency and effectiveness 
of European security research with the 
objective of avoiding unnecessary duplication 
and focusing research on high leverage 
customer driven requirements;

specifi c implementation rules — the 
requisite implementation and governance 
mechanisms to accommodate security research 
sensitivities for example handling classifi ed 
information, international cooperation and 
intellectual property rights;

link to innovation — mechanisms by which 
European security research can stimulate 
innovative/breakthrough research and bring 
more of the research undertaken through to 
procured products and services.

•

•

•

Contrary to other parts of the framework 
programme, security research has certain 
specifi cities. On the one hand this relates to the 
sensitive nature of security and the particular 
capability gaps that need to be addressed to 
protect Europe’s citizens. On the other hand 
the recognition that the end-users of the 
security research results will often be public or 
governmental organisations and thus Member 
States will need to be more actively involved 
in the programme. For European security 
research to be undertaken successfully, it is 
therefore essential that the FP7 implementation 
rules, work programmes, grant agreements 
and governance structures make adequate 
provisions for these sensitivities. ESRAB has 
identifi ed the following issues as being central 
to successful delivery and reviewed the extent 
to which they, either directly or indirectly, 
are adequately refl ected in the planned FP7 
implementation rules. Where this was found not 
to be the case, recommended improvements 
have been proposed, and are summarised 
hereafter:

handling classifi ed information and export 
control;
governance;
intellectual property rights;
participation of third countries;
co-funding levels;
proposal evaluation and selection.

It is worth noting that due to the fact that 
the FP7 implementation rules were being 
developed in parallel to ESRAB’s work, interim 
fi ndings were provided to the Commission 
throughout so as to guide and infl uence their 
development.

•

•
•
•
•
•

Implementation 
rules
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Part of the security research to be performed 
at European level may well involve the use, 
or dissemination, of sensitive or classifi ed 
information. A mechanism to successfully 
handle classifi ed information in a consistent, 
agreed and secure manner must be established 
in order to avoid dissemination of such data 
to unauthorised recipients. Failure to defi ne 
and implement the mechanisms successfully 
will inevitably restrict the scope of European 
security research to unclassifi ed data. 
Leaving aside the fundamental that national 
regulations be complied with, the most pressing 
item requiring resolution is the need for the 
Commission to update its security regulation to 
include exchange of EU classifi ed information 
with private companies. The current EU 
regulation is neither applicable to classifi ed 
information nor to classifi ed contracts or 
grant agreements entered into between the 
Commission and private companies.

It is recommended that:

European security research operate 
within the framework of EU classifi ed 
information;

the Commission update its security 
reg ulation to include exchange of EU 
clas sifi ed information with industry in the 
context of the framework programme;

the Commission implement a stepwise
protection procedure to handle 
classifi ed information for proposals and 
projects up to, but not above, EU secret 
classifi cation. Projects shall not include 
national ‘eyes only’ caveats;

the grant agreement include a security
aspect letter (SAL) which specifi es 
the level of classifi cation of all project 
outputs. This SAL should be approved 
by the Commission, with the support of 
the concerned Member States, on the 
basis of a proposal from the consortium;

•

•

•

•

possible European security research 
participants are made aware of the 
correct method of submitting, undertaking 
and delivering classifi ed projects (user 
guides, workshops, etc.).

Appropriate rules shall be followed for the 
export outside the EU, from a third country to 
the EU or transfer within the EU of sensitive knowledge 
and technologies developed within security 
research projects and support activities. National, 
and supporting EU, regulations will necessarily 
apply. As a guiding principle, projects which could 
be affected by national export controls, should be 
identifi ed as early as possible in the process so as to 
address the issue prior to grant award. 

It is recommended that:

Member States be involved in the 
selection phase of a call for proposals 
to identify, and possibly solve, export 
problems in advance;  

consortia involved in such projects have 
an adequate management system and 
procedure to deal with export control 
issues. 

•

•

•

Handling classifi ed information and export control

European Security Research – Implementation rules



64

Comitology and information provision to 
programme committees will continue to be a 
feature of FP7. The Commission has proposed 
that there be a programme committee for 
each of the four FP7 specifi c programmes 
which would meet in different confi gurations 
depending on the subject area. 

Before assessing the most appropriate type of 
committee to govern security research, ESRAB 
addressed whether to recommend separating 
security research from space research. On 
balance, ESRAB shared the Council’s view of 
separating the two types of research mainly 
due to the unique specifi cities of security 
research and the desire for budgetary clarity. With 
respect to the latter, in the event security and 
space were retained as a single theme, ESRAB 
recommends that at least 50 % of the budget 
(over the seven years) be dedicated to security 
research and that two different confi gurations of 
the programme committee (one for space and one 
for security) be put in place. In addition, the role 
of the programme committee shall need to be 
reinforced forsecurity research.

It is recommended that:

the programme committee be fully 
involved in the preparation of the work 
programme;

programme committee members inform 
the Committee of their programmes on 
security research;

the programme committee be involved 
in the necessary coordination between 
the projects of the security theme and 
the ones launched under other themes 
of the cooperation programme;

programme committee members have 
a role to inform potential national 
participants about the opportunities to 
participate in a call for proposals and 
the requirements for sensitive projects 
to obtain the necessary clearance or 
authorisation before submitting proposals;

the programme committee consider 
with particular attention projects 
dealing with classifi ed information as 
well as projects involving a third-country 
participant;

programme committee members have 
the possibility to raise to the attention 
of the programme committee projects 
which they consider do not comply 
with the proper measures relating to 
classifi  cation, export or dissemination of 
sensitive information;

the Commission seek the support of 
concerned programme committee 
members to deal with classifi cation or 
export controls issues related of an 
ac tivity.

•

•

•

•

•

•

•

Governance
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Collaborative research, by its very nature, will 
rely on the members of the consortia combining 
their pre-existing background knowledge and 
generating, through project execution and 
delivery, foreground knowledge. The FP7 rules 
of participation, like those of FP6 before it, 
address background and foreground IPR in 
terms of ownership, protection, access rights 
and use. ESRAB felt that security research 
has certain specifi cities which needed to be 
taken into account. Firstly the possibility for 
the Commission to control the transfer and 
dissemination of knowledge for sensitive 
projects and secondly the requirement for 
specifi c project information to the programme 
committee in order for Member States to 
be able to inform ‘end-users’ of research of 
potential interest to them and to coordinate 
national research. 

It is recommended that:

provision be made to include in the 
grant agreement of relevant activities 
the possibility for the Commission to 
control the transfer and dissemination 
of knowledge for sensitive projects; 

specifi c information in the form of a 
deliverable executive summary be pre-
pared by the consortium and provided 
to the programme committee. This 
communication would be for information 
only with no right of use.

•

•

The strategic approach to international 
cooperation within the framework programme 
is to enhance EU competitiveness and global 
sustainable development through partnerships 
between the EU and third countries. Despite the 
sensitive nature of European security research, 
ESRAB believes third-country participation 
should not be forbidden but rather subject to 
particular provisions.

It is recommended that:

any legal entity may seek to participate 
in an activity in the fi eld of security 
research subject to preconditions laid 
down in the call for proposals;

the programme committee vote for 
the selection of any successfully evalu-
ated project involving a participant from 
a third country, taking into account the 
benefi ts (e.g. industrial competitive-
ness) and/or drawbacks (e.g. EU security, 
project failure due to export regulations, 
classifi cation issues).

•

•

Intellectual 
Property Rights (IPR) Participation of third countries
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As already stated, security research will 
be subject to the overarching FP7 rules of 
participation, including those related to co-
fi nancing. The Commission proposal, published 
mid way through ESRAB’s work, defi ned a 
basic rate of 50 % funding for pre-competitive 
research, which could be raised to 75 % for 
SMEs and universities.

It is recommended that:

the possibility of a higher level of co-
funding, for a limited number of specifi c 
domains, should be retained; this would 
apply in particular for:

the development of capabilities in 
domains with very limited market size and 
a risk of ‘market failure’, for example 
CBRN, high grade cryptographic 
equipment, equipment for anti-bombing 
teams or for fi rst-responders in case of 
natural disasters;

accelerated equipment development in 
response to new threats: necessity to 
respond to new security requirements 
and to take account of new tech-
nologies and new security environments in 
very short timescales. 

Additionally the higher co-fi nancing would 
counter the recognised additional security-
specifi c constraints, namely regulatory 
constraints that shape the market and 
hamper supplier’s freedom of movement and 
specifi c constraints in terms of confi dentiality, 
dissemination and onward exploitation.

•

•

FP7 provides the possibility for specifi c 
thematic evaluation criteria to complement the 
generic evaluation criteria. These are outlined 
below. Furthermore, in order to take account 
of the unique character of security research, it 
is recommended that representatives from the 
scientifi c/industrial and end-user communities 
evaluate proposals. The programme committee 
will have an additional role to play in this 
respect. 

It is recommended that: 

representatives from the scientifi c 
community as well as the end-user 
community evaluate proposals. Member 
States should provide, to the Commission, a 
list of candidate evaluators;

the generic FP7 evaluation criteria be com-
plemented with the following additional ele-
ments:

the added value of the research 
project to security in Europe;
the added value of the research 
project to the reinforcement of the 
competitiveness for European industry;
the effort of the consortium to 
inform Members States and end-users 
on the project and its achievements;
the proper consideration of the 
mutual dependency of technology, 
organisational dynamics and human 
impact (where appropriate); 
the compliance of the research 
proposal with security regulations 
(export regulation, classifi ed infor-
mation), ethics principles as well 
international treaties relevant to 
security matters and the ability of the 
consortium to manage it throughout 
the project;
the benefi ts and drawbacks of the 
participation of a third-country legal 
entity.

•

•

•

•

•

•

•

•

Co-funding levels
Proposal evaluation 
and selection
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Coordination and structuring

At the European level both fi nancial and human 
resources are scarce and furthermore spread 
thinly across the civil, security and defence 
arena. The best overall return on investment 
must therefore come from making effi cient use 
of these scarce resources whilst bringing the 
most appropriate expertise to bear. It is clear 
there will be certain areas where coordination 
and structuring are not sought, or needed, but 
equally there will be others where coordination 
and even cooperation would add value. 

In attempt to establish how Europe’s limited 
resources could be used more effi ciently and 
effectively, ESRAB canvassed the views of 
a cross stakeholder community of Member 
States, industry, academia and research 
establishments. This section of the report 
focuses on those themes offering the greatest 
impact potential.

Alongside the programme committee’s more 
operational role in overseeing the implemen-
tation of FP7, ESRAB has identifi ed the need to 
address the widespread fragmentation of 
security activities, particularly at the European 
level, by initiating a structured dialogue 
across all relevant stakeholders — technology 
providers, end-users and policymakers. Even 
though this exceeds the original ESRAB 
mandate, and enters into a complex political 
and legal area, ESRAB believes it to be of vital 
importance in initiating the most effi cient and 
effective use of limited human and fi nancial 
resources.

Such a communication platform should take 
account of the established EU coordination 
structures whilst looking to take a broad, 
ambitious and more strategic view of security 
related activities. In addition, it could act as an 
advisory sound board for the implementation 
of existing programmes and initiatives. ESRAB 
believes that the principal objective should be 
to ensure that all the component parts required 
to realise an improvement in European security 
(research, policies, legislation, standardisation 
and other related activities) are laid down 
in synchronised, coherent and prioritised 
roadmaps within a Strategic Security Agenda. 
The aim would be to ensure work undertaken 
by the various stakeholders is reinforcing 
and directed towards commonly agreed 
security needs. Whilst this is not the place to 
determine terms of reference and organisational 
details, these will be of crucial importance
and shall need to be worked up in the near term. 

Clearly delivery cannot be met by a single 
stakeholder and tasks will have to be shared. 
Each will have their specifi c capabilities and 
resources which will need to be directed 
and applied. Capabilities and resources will 
therefore not be taken from the stakeholders 
but be applied by them. Similar approaches 
have been developed in other quarters and 
best practice should be leveraged from these 
when turning to implementation. 

The success of such an approach will almost 
entirely depend on rallying the stakeholder

Creating co-ordination 
and advisory structures 
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communities behind the agreed priorities. If 
they do so, European security priorities will 
converge, performance will be more effi cient 
and effective, there will be more opportunities 
for collaboration, and perhaps most importantly 
European citizens will be more secure and their 
industries, more globally competitive.

It is recommended that:

a European Security Board be created 
in order to foster greater dialogue and a 
shared view of European security needs 
with the aim of advising as to the content 
of a Strategic Security Agenda. The board 
would bring together, in a non-bureaucratic 
way, the Commission, Member States and 
other key public and private stakeholders. 
The ESB should:

be operational in the fi rst half of 2007;

have an ambitious and broad mandate;

advise on a strategic security agenda 
to European policymakers, programme 
constructors, research performers and 
subsequently update and monitor its 
implementation;

share security challenges and research 
information, including European security 
research results and assessments.

Security research will clearly be one of the 
subjects to be covered by the European Security 
Board and ESRAB recommends that in order 
to clearly articulate research requirements 
effectively a more operational structure should 
be put in place to support it. 

Such an operational structure should be 
fl exible to accommodate, and adapt to, new 
and emerging issues and should therefore 
be based, where possible, on existing 
organisations and networks (associations, 
forums, agencies). On the technology supply 
chain side the main associations of industries, 
SMEs, research and technology organisation 
and academia, will provide access to the key 
actors of their sectors. Points of contacts 

•

•

•

•

should also be appointed per country from the 
public user and research departments in order 
to coordinate requirements and disseminate 
research results. A steering group should be set 
up to ensure coherence between, and across, 
the different stakeholders and activities.

Activities could be structured by mission, or 
group of missions, with the aim of creating 
homogeneous network of users and experts. 
The activities may be intersectoral but must 
have a common basis of needs and possible 
solutions. The network should be supported by 
an executive secretariat provided by a ‘neutral’ 
sector/academic association and funded 
by the Commission. Within strict conditions 
of confi dentiality, maximum use should be 
made of secure IT platforms and networks to 
exchange relevant data. An ERA-net on specifi c 
areas of common interest could act as a 
complementary activity in this respect (page 
SS). 

It is recommended that:

at the operational level, a ‘European 
security research network’ of end-users and 
technology supply chain experts be 
established. The network should: 

facilitate a common understanding of 
needs between end-users, with the sup-
port of technology experts, so as 
to defi ne precise technology solutions to 
meet the needs;

for defi ned areas, propose to the 
European Security Board strategic 
R & T roadmaps to guide, orientate and 
underpin European, national and private 
research programmes;

identify possible joint programmes or 
projects which could be undertaken 
between services, Member States and EC 
or international organisations;

contribute to standards defi nition.

•

•

•

•

European Security European Security Research – Coordination and structuring
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For the European security research programme 
to optimise its effi ciency and effectiveness it 
requires a high level of transparency with other 
research programme constructors — not only 
nationally but also at Community level. This is 
most notably the case for research programmes 
that develop underpinning technologies which 
can be ‘spun-in’ or ‘spun-out’ to meet either 
civil, security or defence requirements. 

The actors in the civil, security and defence 
research fi elds are numerous and vary in terms 
of outlook, perspective and membership. Whilst 
the Commission and Member States represent, 
by far, the largest investors in this area other 
actors including the European Defence Agency 
(EDA), the North Atlantic Treaty Organisation 
(NATO) and the Organisation for Security and 
Co-operation in Europe (OSCE) undertake 
complementary research. 

Comparison across such organisations at 
programme level would be facilitated by a jointly 
defi ned, and commonly applied, technology 
taxonomy. The taxonomy would also assist in 
addressing the identifi ed technology watch 
shortcoming, for the timely identifi cation of 
new and emerging technologies. Work is 
underway in this respect and advantage should 
be taken of progress made.

It is recommended that:

a European Security Technology Watch be 
established, building on existing concepts 
already in some Member States and the 
US. Concrete steps should be to:

create a web based IT system that acts 
as both a repository for the data (tech-
nology watch list) and an interface for 
interrogating the data to user require-
ments;

nominate points of contacts in each 
organisation responsible for managing 
the data entries;

designate a ‘neutral’ lead coordinator;

•

•

•

establish a technology watch panel to 
monitor its implementation and advise 
the EC, Member States and EU security 
research community on emerging tech-
nologies.

To facilitate transparency it will be necessary 
to identify, and engage with, nominated contact 
points within each of the relevant actors, and 
to consider the scope, depth and transparency 
mechanisms required. Tools to facilitate this 
sharing will include agreements on protection 
of intellectual property and handling of 
classifi ed information, technology taxonomy, 
and (in time) the development of shared 
databases, electronic information repositories 
and other IT solutions. Due to the scale of the 
task it is recommended to start initially with a 
core group for example Commission and EDA 
and to expand this group over time. Such 
information sharing mechanisms should be an 
active process, in which the Commission seeks 
to establish links with the relevant actors, and 
to collect information from them. 

It is recommended that:

the Commission and the EDA should 
take positive steps to defi ne and develop 
an information sharing regime;

the Commission open discussions with
Member States and other public author-
ity points of contact to discuss the 
possibility, and parameters, of a system of 
security research information sharing. 

•

•

•

Transparency
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National security research 
programmes 
The ESRAB survey revealed that fewer than 
fi ve Member States have a dedicated national 
civil security research programme. That is 
not to say that security related research is 
not undertaken in the other nations, but that 
this is scattered over different departments 
and research programmes. Due to this 
fragmentation, Member States may have 
diffi culty establishing how their own security 
research should complement the European 
programme, and vice versa. The creation of 
national security research programmes could 
therefore signifi cantly facilitate coordination 
and cooperation at national, transnational 
and Community levels. Furthermore such 
programmes would provide the catalyst to 
address sensitive and complex questions 
which, if solved nationally, would facilitate the 
move towards common standards, interfaces 
and defi nitions at Community level. Such 
questions would centre on:

•  defi ning the boundary between safety and 
security;

•  addressing the distinction between military and 
civil security research;

•  considering social, economic and cultural 
aspects in security research;

• handling sensitive information in projects.

It is recommended that:

Member States be encouraged to develop 
national security research programmes. 
A series of national workshops should be 
organised aimed at raising the awareness of 
security research and the manner in which 
national programmes could complement 
the European programme. 

European Security Research – Coordination and structuring
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Link to innovation

Security research aims to achieve the twin 
objectives of increased security for Europe’s 
citizens whilst simultaneously improving the 
global competitiveness of Europe’s industrial 
base. Meeting both objectives depends on 
‘customers’ having well defi ned needs for which 
the supply chain creates new products, 
systems and services. This ‘push-pull’ innovation 
system is fundamental, being described by 
the OECD as ‘a network and interplay of public 
and private institutions in which production, 
distribution and use of new knowledge and 
technology take place’. 

The development of a European security 
innovation system is the guiding 
recommendation to the Commission. ESRAB 
has analysed a number of potential key 
components within a European security innovation 
system and these have been clustered into 
the following topics: competitiveness, SME 
engagement, standardisation, best practice and 
user involvement. 

In order to gain a better, and more 
comprehensive, understanding of the industrial 
and research landscape, it is necessary to 
have a fi rm grasp of the capabilities of those 
organisations within the technology supply 
chain that develop security products and 
services. The intention would be to strengthen 
the competitiveness of companies in Europe 
by identifying both critical and weaker links 
within the technology supply chain, the main 
stakeholders and actors in Europe, and the 
areas in which possibilities exist to create 
strong centre of excellences. Inputs should 
be gathered from various sources, including 
Member States who should be able to provide 
a list of critical and relevant suppliers that 
are already involved in their national security 
programmes. Whilst the mapping of the civil 
security technology supply chain is clearly 
far broader then just the defence industry, it 
is recommended that maximum use is made 
of synergies with an equivalent mapping the 
Defence Technological and Industrial Base 
(DTIB) within the European Defence Agency 
(EDA). The overall analysis should infl uence 
both the Commission and Member States in 
the planning of their future security research 
programmes.

The security market in Europe is still not well 
developed and many in the technology supply 
chain, particularly the industrialists, are unsure 
of the market demand. In order to stimulate 
the demand for new and innovative security 
products and services, incentives for public 
authorities, often seen as ‘fi rst buyers’, should 
be introduced. New procurement procedures 
such as those outlined in the Commission’s 
‘Pre-commercial procurement of innovation’ (8) 
communication should be applied to the 
security sector. European groups of public 
authorities can share risks, costs and benefi ts 
by cooperating in innovative procurement 
processes. Groups of public authorities also 
can be linked in pre-commercial procurement 
procedures that are related to development 
of European security research demonstrator 
programmes.

Competitiveness
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The ERA-NET (9) scheme aims to stimulate 
coordination of national research programmes 
and increased competition for research. Whilst 
FP7 may look to deepen or broaden cooperation 
within existing ERA-NETs, new topics such as 
security research must be supported. The 
intent to open FP7 ERA-net’s to public bodies 
planning research programmes that are not yet 
in operation is a welcome step. Furthermore 
the ERA-NET+ scheme offers the incentive for 
joint calls for transnational research projects 
organised between a number of countries. The 
ERA-NET scheme as a whole therefore provides 
a tool to create an open European research 
market by offering researchers from all Member 
States the opportunity to compete in national 
and European research programmes. This 
would naturally have a direct bearing on their 
competitiveness and simultaneously provide 
a useful instrument to promote harmonisation 
of national standards.

It is recommended that:

the Commission support the work of a 
continuous mapping of security capa-
bilities and the technology supply chain 
in Europe;

the Commission investigate how pre-
commercial procurement could be 
introduced and stimulated by European 
security research;

European security research promote, 
support and utilise the instruments offered 
through the ERA-NET scheme.

•

•

•

There is a general aspiration amongst 
organisations across Europe to enhance the 
competitiveness of the technology supply 
chain, in particular SMEs. The Commission’s 
framework programmes for research and 
technology development are essential to 
support these ambitions, especially for smaller 
countries. Small companies feel increasingly 
marginalised in national and international 
research programmes. There is therefore a 
need for a positive system of transparency 
and increased accessibility in order to ensure 
that the full potential of the supply chain is 
available to industry and society at large.

In order to increase the participation of 
SMEs in security research, it is recommended 
that project proposals clearly describe a 
roadmap to the future, in which transitions 
from ‘development’ to ‘implementation’ are 
identifi ed. In doing so, project coordinators (or 
brokerage party/system integrators) should 
defi ne clear tasks for SMEs to facilitate their 
participation in both projects and subsequent 
implementation. In this sense European 
security research should be SME inclusive not 
SME driven.

The Commission has launched a proposal 
for a competitiveness and innovation 
framework programme (CIP) (10). It brings 
together several existing EU activities that 
support competitiveness and innovation. It 
aims to improve the availability and access 
of innovative SMEs to external sources of 
fi nancing, including R & D and innovation 
activities, and promotion of SME participation 
in FP7 research projects. A close cooperation 
with the security research programme and 
CIP is essential for stimulating SME participation 
in European security research.

SME engagement
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It is recommended that:

European security research project 
proposals, involving SMEs, which clearly 
specify their task and role in the project 
proposal should receive priority;

the Commission explicitly include the 
security area in the competitiveness 
and innovation framework programme 
(CIP).

Development of European 
policies and standards
European security policies could be important 
drivers for boosting research and development. 
In many areas, for example with respect to the 
environment, European policies are driving 
forces for research and development. At the 
same time research and development can 
support the development of policies. By way of 
example, research and development can help 
in identifi cation and setting of quantifi able 
targets for security levels in a security policy, 
as the section of security economics highlights 
(page 59).

In addition, standards have proven to be 
important to market creation, as an enabler 
to international development programmes, 
and as a tool in procurement. The European 
Committee for Standardisation (CEN) (11) is 
coordinating European standardisation in 
the security area, and aims to concretely 
identify new standardisation needs. A top 
down assessment is underway to review both 
existing national and international (ISO, ANSI) 
standards. This will be supported by a bottom 
up assessment of needs derived from the 
research results emerging from the projects 
awarded under the PASR and other European 
and national research programmes. 

Standards are effi cient tools for all 
relevant stakeholders, as standards deliver 

•

•

interoperability and durability to end-user 
requirements. However, in some cases, 
technical standards alone are insuffi cient 
and need to be complemented by testing, 
evaluation and certifi cation, to ensure proper 
implementation. Interoperability can only be 
obtained if additional conformity evaluation 
efforts are conducted either by a third party 
or by end-users, an effort which is directly 
related to the end-user requirements. In the 
security domain, certain missions require not 
only defi nition of standards and norms but 
also mechanisms for conformity tests and 
certifi cation procedures.

It is recommended that:

European security research project 
proposals that clearly contribute to de-
velopment of European standards should 
be given priority;

European security research support and 
develop research aimed at guiding and 
informing European security policies;

European security research support the 
creation of a network of facilities for test 
and validation of security products.

•

•

•

European Security Research – Link to innovation
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Best practice
European security research should strive for 
operational excellence in transforming research 
into commercial products through the use of 
large-scale demonstrators. Demonstrators, 
combining a number of capabilities, 
technologies and disciplines, at an appropriate 
state of readiness are a useful means of 
validating system performance thereby gaining 
end-user acceptance. The inclusion of ‘fi rst 
buyers’ within European security research 
demonstration programmes could therefore be 
a useful catalyst to spur innovative procurement. 
Demonstration programmes are a key element 
in the delivery of the technical work and more 
detailed descriptions on these can be found 
on page DDD.

The Commission has a longstanding 
experience in presenting prizes and awards 
in specifi c areas. Since 1995, DG INFSO has 
been awarding the European IST Prize for 
the best European innovation in ‘information 
society technology’. A similar prize could be 
envisaged within the security area. A security 
innovation contest could scope out a challenge 
based on a recognised European security 
technology gap and invite industry and the 
scientifi c community to compete to develop 
the best ground-breaking solution. Alongside 
a monetary prize, the accolade would provide 
public recognition and a highly visible profi le 
to a wide spectrum of public and private 
security stakeholder. Feedback on this new 
mechanism received widespread support from 
all stakeholders, especially Member States, when 
ESRAB canvassed their views.

It is recommended that:

a number of demonstrators at system 
level should be supported within Euro -
pean security research in FP7;

the Commission include European 
security innovation contests within the 
security research programme setting 
aside the appropriate organisational 
and fi nancial support. 

•

•

Involvement of the user
User involvement is a prerequisite for solid 
requirement specifi cation, for innovative 
procurement, and for market uptake. The 
proposed creation of the European Security 
Board and its supporting European security 
research network are valuable means to this 
end and will increase the direct involvement of 
the end-users. 

Moreover, research and development is a people 
intensive activity requiring highly competent 
producers of research and innovation, qualifi ed 
demand articulators, competent evaluators of 
results, as well as public and private users. 
Security is a new and emerging discipline 
in its own right and whilst many educational 
programmes exist to train public offi cials in 
the defence sector and other specialised 
areas of public concern, this is not the case 
for security. A new generation of offi cials and 
industrialists trained to give direction to, and to 
use the results of, European security research 
is needed. 

It is recommended that:

the Commission support the development
of a curriculum for advanced security
research and training at masters 
and post gradual levels in thematic 
fi elds of science and technology that 
are important for security research. 

•

European Security Research – Link to innovation
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1. The ESRAB report represents the successful implementation of the GoP 
recommendation to bring together at European level the ‘demand’ and 
‘supply’ sides in order to jointly defi ne commonly agreed strategic lines 
of action for European security research. The report demonstrates both 
the value and feasibility of such an approach. 

 
2. ESRAB has produced a strategic framework to structure the research 

content covering both technological and non-technological aspects. 
The report identifi es and prioritises only those capabilities, integrated 
projects and demonstration programmes which offer a high potential 
to deliver European added value. 

3. ESRAB recommends that multi-disciplinary mission-oriented research 
should be undertaken covering capability development, system 
devel opment and systems of systems demonstration. Technology 
development should include new and emerging technologies to address 
security-specifi c breakthrough technologies. As a matter of principle, it 
should combine end-users and suppliers in project defi nition and 
execu tion. The programme should be SME inclusive but not SME driven.

4. ESRAB has addressed the special implementation rules for European 
security research. In particular these relate to governance, with a 
reinforced role of the Member States authorities (programme 
committee), and the handling of sensitive information, through the use of EU 
regulation on classifi ed information (still to be updated).

5. Respect of privacy and civil liberties should be the programme’s 
guiding principle. In this sense research and development projects should 
take into account the mutual dependency triangle of technology, 
or ganisational dynamics and human impact. 

6. Technological research and development must be strengthened, and 
when appropriate integrated, with research into political, social and 
hu man sciences. Five areas are identifi ed: citizens and security, 
under standing organisational structures and cultures of public users, 
fore sight scenarios and security as evolving concept, economics of security, 
and ethics and justice.

7. Five enabling areas have been identifi ed to stimulate innovation and 
improve the pull through of research into procured products and 
services— they include: technology supply chain competitiveness, 
SME engagement, standardisation, leveraging best practice and end-user 
involvement. 

ESRAB key fi ndings
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8. ESRAB emphasises the need for effective coordination and transparen cy
to ensure that unnecessary duplication is avoided and that European 
security research both informs, and takes account of, other European 
and international research. The report identifi es the mechanisms to 
achieve this, including the use of technology watches for organisations 
which share a common technology base, for example the European 
Defence Agency.

9. European security research needs to be complementary to national 
security research programmes. Where these exist, they should be aligned 
to the EU programme, and where they do not, it is proposed that these 
should be established, supported by a critical mass of resources. Funding 
at EU level should not substitute national funding in this important 
area. A rolling programme of national workshops, aimed at raising the 
awareness of security research and the manner in which national 
programmes could complement the European security research, should be 
initiated in the second half of 2006. 

10. ESRAB recommends the creation of a European Security Board (ESB), to 
foster greater dialogue and a shared view of European security needs. 
The board should bring together, in a non-bureaucratic manner, 
authoritative senior representatives from a cross stakeholder community 
of public and private stakeholders to jointly develop a strategic security 
agenda and act as a possible reference body for the implementation 
of existing programmes and initiatives. Participation in the ESB would 
involve a commitment to infl uence all stakeholders to plan their activities
 in the light of the agenda. Consensus at the ESB level should help 
in the sharing of tasks and shaping relations between national and EU 
programmes/policies as well as infl uencing the deployment of funds. 
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Next steps

A great deal of cross stakeholder effort has 
been marshalled by ESRAB in defi ning the 
structure and content of the ESRAB report. 
ESRAB therefore recommends that the 
Commission take full advantage of the report 
in its preparation and implementation of the 
forthcoming FP7 security research work 
programme. 

In addition, ESRAB recommends the creation 
of a European Security Board (ESB) in order 
to foster greater dialogue and a shared view 
of European security needs with the aim 
of advising as to the content of a strategic 
security agenda. The ESB, described in more 
detail on page 67, should be operational in 
the fi rst half of 2007 and bring together in a 
light non-bureaucratic structure, authoritative 
senior representatives from the Commission, 
Member States and other key public and private 
stakeholders. Direct participation would be 
essential for this process to succeed.

It is recommended that the ESB should: 

launch and approve a strategic security 
agenda, containing coherent and 
syn chronised roadmaps to meet defi ned 
priorities. It should be updated 
periodically;

make strategic and operational 
recommendations and commission future 
studies for implementing the agenda 
and on matters affecting European 
se curity;

evaluate the overall results and benefi ts 
of the agenda for Member States, the 
Commission and stakeholder groups;

develop and implement a communication 
strategy with two broad objectives:

promoting awareness of the agenda 
within the stakeholder communities and 
onwards to larger public audi ences;
disseminating suffi cient information 
on stakeholders’ research programmes
to facilitate a consensus on priorities.

To maximise its effectiveness, the ESB would 
need to be supported in executing its tasks 
by a small, but suitably qualifi ed, secretariat. 
It would be benefi cial if this refl ected the 
composition of the stakeholder community.

•

•

•

•

•

•
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24/7 24 hours a day 7 days a week

3D Three dimensional

AI Artifi cial intelligence

C & B Chemical and biological

C4 Command, control, 
communications and 
computers

CBRN  Chemical, biological, 
radiological and nuclear

CBRNE Chemical, biological, 
radiological, nuclear and 
explosive

CIS Communication information 
system

COTS Commercial off the shelf

CROP Common 

DG Directorate-General

JLS Justice, liberty and security

EC European Commission

EDA European Defence Agency

EM Electromagnetic

EMC Electro magnetic compatibility

ERA-net Networking the European research 
area

ESB European Security Board

ESRAB European Security Research 
Advisory Board

EU European Union

EUROJUST European Union body 
composed of national 
prosecutors, magistrates or 
police offi cers from each of 
the European Union’s Member 
States

EUROPOL European Police Offi ce

FP Framework programme for 
research and technology 
development

GDP Gross domestic product

GMES  Global monitoring for 
environment and security

GoP Group of Personalities

GPS Global positioning system

GSM Global system for mobile 
communications

HPM High-power microwave

IKBS Intelligent knowledge based 
systems

IPRs Intellectual property rights

IR Infrared

ISAR Interferometric synthetic 
aperture radar

IT Information technology

OCR Optical character recognition

OECD   Organisation for Economic Co-
operation and Development

QoS Quality of service

R & D Research and development

R & T Research and technology

RFID Radio frequency identifi cation

RPV Remote piloted vehicle

SAR Synthetic aperture radar

SATCOM Satellite communications

SME Small and medium-sized 
enterprises

TETRA Terrestrial trunked radio

UAV Unmanned aerial vehicle

VIP Very important person

WiMAX Worldwide interoperability for 
microwave access

Glossary
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