
Identity and Access Management 
(IAM) 
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Objectives of the role management (1/2) 

ωThe Identity and Access Management defines the roles 
for each service of the Participant Portal. 
This allows the management of the access rights  
of the users to the Participant Portal. 

ωIt gives each user a personalised and secured access  
to the different services. 

ωAny change in the roles of the users is saved to allow  
a monitoring & tracking service. 

ωIt implies a minimal involvement of the European 
Commission in the internal staffing processes.  
Only the top roles ς Primary Coordinator Contact  
and the LEAR ς are defined by the Commission services. 

NEXT 



ωUnique identifier for persons: ECAS (European 
Commission Authentication System) account. 

 This ensures a ǎŜŎǳǊŜΣ άǎƛƴƎƭŜ ǎƛƎƴ-ƻƴέ ŀǇǇǊƻŀŎƘ : 
1 e-mail address = 1 person = 1 ECAS account,  
for all the projects the person is involved in,  
with all the corresponding roles per project. 

ωUnique identifier of entities: the 9-digit PIC number. 

NEXT 

Objectives of the role management (2/2) 



NEXT 

Roles at Organisation level 

Roles at Project level 

XXXXXXX 
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XXXXXX 

XXXX 
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NEXT 

View Project 
details 

View roles  
in the Project 

Edit Consortium 
(only available for 

Coordinator Contacts) 



Major changes of the new version (1/2) 

1. The uniqueness of the Coordinator and Participant 
Contacts disappear: 

The major objective of the new version is to simplify  
the role management and make it more flexible. 

In that perspective, the following changes are made: 

NEXT 

Ҧ one Primary Coordinator Contact  
 as the main contact for the European Commission 

Ҧ more Coordinator Contacts can be nominated  
 per project 

Ҧ more Participant Contacts can be nominated  
 per organisation in a project 



Major changes of the new version (2/2) 

2. Task Managers and Team Members are no longer 
restricted to specific scope(s). 

3. The roles of Named Representatives are redistributed: 

NEXT 

Ҧ Former Financial and Scientific Named 
Representatives, and Authorised Representatives 
automatically become Participant Contacts  
(Coordinator Contacts for the Coordinating Participant). 

Ҧ Former Administrative/Legal Named Representatives 
automatically become Task Managers. 

Note: Former Authorised Signatories automatically  
 become Participant Contacts as well. 



Scien  Admin  Finan  

Participant B 

A.Rep  Finan  Admin  Scien  

LEAR  

1 

Finan  Admin  Scien  

Coordinator 
Contact 

Participant 
Contacts 

Named 
Representat. 

Task 
Managers 

Team 
Members 

LEAR 

Account 
Admin. 

A.Admin A.Admin A.Admin 

Scien  Admin  Finan  

Participant A 

A.Rep  Finan  Admin  Scien  

LEAR  

1 

A.Admin A.Admin 

Finan  Admin  Scien  

A.Admin 

PaCo  

1 

PaCo  

1 

Scien  Admin  Finan  

CoCo  

1 

A.Rep  Finan  Admin  Scien  

Finan  Admin  Scien  

LEAR  

1 

A.Admin A.Admin A.Admin 

NEXT 

[ŜǘΩǎ ǎŜŜ ǘƘƻǎŜ ŎƘŀƴƎŜǎ  
within the current pyramid of roles. 

Coordinating Participant 
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[ŜǘΩǎ ǎŜŜ ǘƘƻǎŜ ŎƘŀƴƎŜǎ  
within the current pyramid of roles. More Coordinator Contacts  

and Participant Contacts 
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Task Managers and Team Members 
are no longer restricted  

to specific scope(s). 
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Which brings us  
ǘƻ ǘƘŜ ƴŜǿ ǾŜǊǎƛƻƴ ƻŦ L!aΧ 
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Which brings us  
ǘƻ ǘƘŜ ƴŜǿ ǾŜǊǎƛƻƴ ƻŦ L!aΧ 
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The list of roles will be changed 
automatically with the new IAM 
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The nomination/revocation process 
NEXT 

Ą The nomination & revocation process 

ωάIƻǿ Ŏŀƴ L ƎƛǾŜ ŀŎŎŜǎǎ ǘƻ Ƴȅ ŎƻƭƭŜŀƎǳŜǎΚέ 

ωάIƻǿ Ŏŀƴ L ǊŜǾƻƪŜ ǘƘŜ ǊƛƎƘǘǎ ƻŦ ŎƻƭƭŜŀƎǳŜǎ ǿƘƻ ƭŜŦǘ  
ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΚέ 



The nomination/revocation process: 
άhǊƛƎƛƴŀƭ ǊƻƭŜǎέ 
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Some roles are automatically provisioned in the early 
ǎǘŀƎŜǎ ƻŦ ǘƘŜ tǊƻƧŜŎǘ όάƻǊƛƎƛƴŀƭ ǊƻƭŜǎέύ ŀǎ Ŧƻƭƭƻǿǎ Υ 

ωThe Coordinator Contact identified in the proposal will 
be recognised by the Commission as the Primary 
Coordinator Contact. 

ωThe contact persons of the participating organisations 
identified during proposal submission will become 
Participant Contacts at the beginning of negotiations. 

ωThe LEAR is validated by the Commission  
during the validation process of his/her organisation. 



The nomination/revocation process 
NEXT 

Except for the Primary Coordinator Contact and the LEAR, 
every role must be modified by the Participants. 

Each user can be nominated or revoked by another user 
following a fixed predetermined pattern. 

[ŜǘΩǎ ǊŜǾƛŜǿ ǘƘŜ ƴƻƳƛƴŀǘƛƻƴκǊŜǾƻŎŀǘƛƻƴ ǇǊƻŎŜǎǎΦ 
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CoCo  

PaCo  

Only the key roles of the 
 LEAR and Primary Coordinator Contact  

are defined/modified by the Commission. 
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CoCo  

PaCo  

Only the key roles of the 
 LEAR and Primary Coordinator Contact  

are defined/modified by the Commission. 
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View roles in the Project 

XXXX  XXXX 
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Add or revoke roles in the Project 

The list of roles will be changed 
automatically with the new IAM; 
these new roles may be modified 
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Add a new role for the Project 
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Edit Consortium (only available  
for Coordinator Contacts) 
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Edit Participant Contact details 
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LEARs can view the roles within the organisation. 
Add or revoke roles in the project  

only if he/she has project roles too. 
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Access rights for each role 

Each person within this pyramid has different access 
rights according to his/her own role, and according  
to the state of the project. 

 

[ŜǘΩǎ ǊŜǾƛŜǿ ǘƘŜǎŜ ǊƛƎƘǘǎ ŦƻǊ ŜŀŎƘ ǊƻƭŜΦ 
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The Primary Coordinator Contact: 

ωThe contact person of the coordinating entity identified in the proposal is 
automatically transferred as the Primary Coordinator Contact; (s)he is the primary 
point of contact between the Commission and the Consortium for negotiations. 

ωThe Primary Coordinator Contact can only be revoked or modified by the 
Commission. 

ωThe Primary Coordinator Contact can nominate and revoke Coordinator Contacts, 
Task Managers and Team Members within his/her organisation. 

ωThe Primary Coordinator Contact can nominate and revoke Participants Contacts  
for any organisation in the consortium. 

ωThe Primary Coordinator Contact has read and write access to all electronic tools, 
to the forms of his/her organisation and to the common forms of the consortium. 

ωThe Primary Coordinator Contact can submit forms to the European Commission. 

CoCo  
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CoCo  

Coordinator Contacts: 

ωAll Coordinator Contacts can nominate and revoke other Coordinator Contacts  
within their organisation;  all the nominated Coordinator Contacts have similar 
rights. 

ωAll Coordinator Contacts can nominate and revoke Task Managers  
and Team Members within their organisation. 

ωAll Coordinator Contacts have read and write access to all electronic tools,  
to their own forms and to the common forms of the consortium. 

ωAll Coordinator Contacts can submit forms to the European Commission. 
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Participant Contacts: 

ωThe Participant Contacts are nominated to represent the organisation  
within the consortium.  

ωThere is at least one Participant Contact per organisation, with a maximum  
of 5 Participant Contacts per organisation, but there can be more than 5  
with the migration of roles for organisations which are already registered.  

ωAll Participant Contacts can nominate and revoke other Participant Contacts, 
Task Managers and Team Members within his/her organisation. 

ωAll Participant Contacts have read and write access ǘƻ ǘƘŜƛǊ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ŦƻǊƳǎΦ 

ωAll Participant Contacts can submit forms to the Coordinator Contacts. 
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Task Managers: 

ωThere may be one or more Task Manager(s) per organisation. 

ωTask Managers are nominated by their Participant Contacts.  

ωTask Managers can create and update forms of their organisation  
and submit to the Participant Contacts. 

ωTask Managers cannot delegate the role further or any of their rights.  
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Team Members: 

ωTeam Members are nominated by the Participant Contacts. 

ωTeam Members have limited access rights: search, read-only. 

ωTeam Members cannot further delegate the role or any of their rights. 
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The LEAR: 

ωThe LEAR can access the list of roles/persons representing his/her organisation in 
Projects and the Project list of his/her organisation. 

ωThe LEAR may request to revoke users from roles within his/her organisation 
e.g. by asking a Coordinator Contact or a Participant Contact to revoke a role. 

ωThe LEAR can only be revoked or modified by the Commission. 

ωThe LEAR is reponsible for the updates of the organisation-related data, can 
request (online) the modification of such data, and upload supporting documents. 
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The Account Administrator: 

ωThere may be one or more Account Administrator(s) within an organisation 
(nominated by the LEAR of the organisation). 

ωAll Account Administrators may access the list of roles/persons representing  
his/her organisation in Projects and the Project list of their organisation. 

ωAll Account Administrators can request (online) the update of the organisation-
related data. 

ωAll Account Administrators may request to revoke users from roles  
within their organisation 
e.g. by asking a Coordinator Contactor a Participant Contact to revoke a role. 


